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(54) Prepaid mobile communcations services using signalling transfer point 



(57) A signaling relay point (SRP) facilitates provid- 
ing a mobile communications service to a prepaid mo- 
bile station under a selected condition, such as when 
the prepaid mobile station is roaming outside its home 
mobile network. The signaling relay point is disposed at 
a threshold point of a home location register (HLR) of 
the home mobile network. A visitor location register 
(VLR), associated with a switching point at which the 
prepaid mobile station is registering, sends a location 
update message to the home location register. At the 
threshold point, the signaling relay point (SRP) inter- 
cepts the location update message and extracts data 
identifying the prepaid mobile station and a visited mo- 
bile networkcomprising the serving switching point. The 
signaling relay point (SRP) determines whether the pre- 



paid mobile station is roaming, based on the network 
identifying data. If the prepaid mobile station is roaming, 
the signaling relay point (SRP) intercepts and modifies 
a subscriber data insertion message sentf rom the home 
location register toward the visitor location register. The 
signaling relay point inserts forced routing data into the 
subscriber data insertion message, The forced routing 
data instructs the serving switching point to route calls 
originating from the prepaid mobile station in the visited 
mobile network through a specified gateway. The spec- 
ified gateway receives call control instructions from a 
service node in communication with a prepaid service 
accounting system in the home mobile network. If pre- 
paid roaming is not permitted in the visited mobile net- 
work, the signaling relay point rejects the location up- 
date message. 
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Description 

[0001] The present invention relates to prepaid Mo- 
bile communication services, 
[0002] The present invention relates to providing 
services in mobile telecommunications systems, such 
as mobile telephone systems. In particular, the present 
invention relates to systems and methods for providing 
prepaid services in a mobile telecommunications net- 
work, such prepaid services being implemented by a 
signaling relay point that enables provisioning of en- 
hanced services such as user services that were previ- 
ously difficult or impossible to provide. In a particular 
embodiment, a signaling relay point of the present in- 
vention is used to implement a prepaid mobile telecom- 
munications service that permits roaming. 
[0003] In the current global climate of telecommuni- 
cations deregulation, users of mobile telecommunica- 
tions services can choose from a growing number of 
competing service providers. The ability of mobile serv- 
ice providers to offer subscribers additional, value-add- 
ed services is increasingly important, because service 
providers need better ways to differentiate themselves 
from their competitors. However, the high cost of modi- 
fying existing elements of network infrastructure pres- 
ently poses a serious obstacle to most approaches for 
offering new services. Any such modifications also tend 
to create at least temporary risks for the quality of exist- 
ing services, because new or enhanced network ele- 
ments must be installed in the network and qualified for 
service. 

[0004] To be a practical alternative for telecom oper- 
ators, therefore, any new service should avoid substan- 
tially increasing the processing load on critical signaling 
points in the mobile network. A related requirement is to 
minimize the additional volume of message traffic that 
a new service will impose on the network. Further, any 
new service offering should not require substantial up- 
grades (e.g., IN upgrades, additional service software, 
etc.) to the existing network elements. 
[0005] Heretofore various approaches have been 
proposed to provide new or enhanced services to mo- 
bile system subscribers. Unfortunately, almost all such 
proposals have failed to meet one or more of the fore- 
going practical restrictions. The resulting costs have 
tended to discourage mobile service providers from im- 
plementing a wider range of additional services, even 
when such services are known to be highly valued by 
existing and potential subscribers. 
[0006] The potential competitive advantage of an im- 
provement in mobile service is particularly great when 
the service improvement responds to a specific con- 
sumer need or preference that has been observed 
among current or potential subscribers. For example, 
many mobile providers presently offer prepaid service 
plans. These prepaid mobile plans allow fees for mobile 
services used by a subscriber to be debited from an ac- 
count balance established by an advance payment from 



the subscriber. 

[0007] Many potential subscribers find that prepaid 
mobile service allows direct control over expenses in- 
curred for mobile telecommunications services. The 

5 service provider will suspend service for the prepaid 
subscriber when the subscriber's prepaid account bal- 
ance falls to zero (or falls below some predetermined 
minimum service amount). The subscriber can therefore 
control her ongoing expenses for mobile telecom serv- 

10 ices by controlling the amounts she advances to the pre- 
paid account balance. 

[0008] Prepaid mobile service is thus a potentially val- 
uable service option for attracting new subscribers. Un- 
fortunately, as explained below, the existing approaches 
15 for implementing prepaid mobile service plans have sig- 
nificant drawbacks. Prepaid services have therefore 
had limited consumer appeal, and the potential benefits 
to consumers and service providers have been largely 
unrealized. 

20 [0009] From the service provider's point of view, the 
feasibility of providing a prepaid mobile depends on be- 
ing able to control each service connection for a prepaid 
subscriber according to the subscriber's current accou nt 
balance. Two main approaches have been used. A serv- 
es er-based technique uses an accounting server to pro- 
vide real-time account information, over a data network, 
to a serving mobile switch (MSC). The MSC then refus- 
es to establish a service connection to the subscriber, 
or breaks an existing connection, when the subscriber's 

30 account balance falls too low. 

[0010] The server approach has worked well in the 
home network, but has been less successful for contin- 
uing prepaid mobile service when the mobile subscriber 
roams. The basic problem has been that the serving 

35 MSC must control the prepaid service connection ac- 
cord ing to account data from the server. The service pro- 
vider can configure the home network to provide the net- 
work MSCs with the required data inputs and instruction 
sets. However, generally the necessary data and con- 

^0 nection control are unavailable when the prepaid sub- 
scriber roams outside the home network. 
[0011] Some workarounds have been attempted in 
1S-41 networks (primarily in the United States), such as 
hotlining and unregistered roamer techniques. These 

45 approaches have generally imposed awkward addition- 
al dialing requirements and limitations on the prepaid 
subscribers. Moreover, no workarounds are available 
for GSM networks. The consequence has been that 
most mobile service providers have been unable to offer 

50 roaming service to prepaid subscribers. 

[0012] More recently, so-called "smart phone" tech- 
nology has been proposed as an alternative approach 
for providing prepaid mobile service. The basic idea is 
to perform the necessary account balance monitoring 

55 and connection control functions using hardware ele- 
ments installed in the mobile station, rather than relying 
on the serving MSC and a distant server. U.S. Patent 
5,577,100, issued to McGregor et al., discloses a ver- 
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sion of this approach in which a billing program and an 
account balance are stored in secure format in memory 
within the mobile station. The account balance can be 
increased by prepayment at appropriate payment sta- 
tions, either through cash, credit card, or prepaid phone 
card. In another version, disclosed in U.S. Patent 
5,915,226 to Martineau, the mobile station is itself con- 
figured to accept a prepaid smart card that stores the 
prepaid account balance. 

[0013] The smart phone approach overcomes some 
weaknesses of server-based accounting, but in the 
process other weaknesses are created. For example, 
storing specific tariffs for multiple service areas would 
require too much on-board memory. Tariffs can also 
change frequently, and such changes would require fre- 
quent memory updates on a phone-by-phone basis. 
Hence, the on-board accounting program generally is 
either unable to compute charges using specific tariffs 
or else must obtain tariff data from the visited network. 
In the latter case, of course, the visited network must be 
capable of downloading the necessary tariff data to the 
mobile station. 

[0014] Another concern over smart phones arises 
from the fact that each prepaid account balance repre- 
sents a service obligation on the part of the service pro- 
vider. When a centralized accounting server manages 
the prepaid account information, the provider's commit- 
ment to prepaid subscribers can be determined easily. 
However, when account balances are maintained on 
board the prepaid mobile stations, the provider has little 
ability to track its commitments. Only intermittent track- 
ing is possible, and only by an expensive and awkward 
process of regularly polling account information from 
each individual mobile station. 
[001 5] A further weakness of smart phones arises be- 
cause the viability of prepaid mobile services depends 
on the integrity of the prepaid subscriber's account bal- 
ance. In a smart phone system the balance is actually 
stored in the smart phone handset, which is in the phys- 
ical possession of the subscriber. Usually the balance 
information is protected by a security algorithm against 
tampering. A real concern with this approach that the 
security algorithm may be broken, thereby subjecting 
the entire system (or at least the subscriber's account) 
to fraud. It is known that such security breaks have oc- 
curred at least twice with SIM-based prepaid systems 
in the GSM world. As various public challenges have 
shown, the current generation of encryption algorithms 
is far from unbreakable. Unless and until better security 
mechanisms are developed, prepaid services based on 
smart phone technology will be unavoidably subject to 
this risk of fraud. 

[001 6] Therefore, a clear need exists for new technol- 
ogy to allow mobile service providers to offer a broad 
range of additional services with greater flexibility and 
less risk and expense. Such new technology desirably 
should allow a subscriber to use a selected service, 
whether the subscriber is located in the home network 



or is roaming. User-transparent roaming service for pre- 
paid mobile accounts, while maintaining centralized 
control over account information, would be highly desir- 
able. 

5 [001 7] Ideally, a new mobile service technology would 
be easily configured, at the option of the service provid- 
er, to support a broad range of value-added services in- 
cluding new services heretofore unfeasible to imple- 
ment by any means. The ideal new technology would 

10 thus significantly extend the range and flexibility of avail- 
able service options and would do so without significant 
additional cost or risk to the mobile service provider's 
existing service base. 

1* SUMMARY OF THE INVENTION 

[0018] It is an object of the present invention to pro- 
vide a mobile telecommunications service technology 
that will solve the aforementioned problems and meet 

20 the aforementioned needs. The invention also has nu- 
merous additional objects and advantages that will in 
part be set forth in the following description and will in 
part be apparent from the description or discernable by 
practice of the invention. 

25 [0019] The present invention provides, in a first as- 
pect, a method, apparatus, system, and software for a 
prepaid mobile telecommunications service. A method 
of this first aspect comprises determining supplemental 
information based on data extracted from a message 

so intercepted at a threshold point of a home location reg- 
ister. Service processing is performed to carry out a 
service for a prepaid mobile station, the service process- 
ing comprising supplemental service processing based 
on the supplemental information. 

35 [0020] In a second aspect, the invention provides a 
method, apparatus, system, and software for a prepaid 
mobile communication service. A method of this second 
aspect comprises determining a roaming status for a 
prepaid mobile station based on data extracted from a 

40 message intercepted at a threshold point of a home lo- 
cation register. A mobile communication for the prepaid 
mobile station is routed through a specified signaling 
point to a switching point serving the prepaid mobile sta- 
tion, when the roaming status indicates the prepaid mo- 

45 bile station is roaming. 

[0021] In a third aspect, the invention provides a 
method, apparatus, system, and software for a mobile 
subscriber prepaid service. A method of this third aspect 
comprises routing a mobile communication for a prepaid 

so mobile station through a specified signaling point to a 
switching point serving the prepaid mobile station, when 
a roaming status indicates the prepaid mobile station is 
roaming. A connection for the mobile communication is 
released responsive to a determination that an account 

55 balance for the prepaid mobile station is less than a pre- 
determined minimum balance value. 
[0022] In a fourth aspect, the invention provides a 
method, apparatus, system, and software for a prepaid 
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mobile telecommunications service. A method of this 
fourth aspect comprises intercepting a location update 
message from a visited mobile service center at a 
threshold point of a home location register in a home 
network of a prepaid mobile station, the location update 5 
message indicating a request from the prepaid mobile 
station for service registration at the visited mobile serv- 
ice center. Identification data are extracted from the in- 
tercepted message, the identification data representing 
a unique identifier assigned to the prepaid mobile sta- 
tion. Address data are extracted from the intercepted 
message, the address data indicating a message ad- 
dress for the visited mobile service center. A roaming 
status is determined for the prepaid mobile station 
based on the address data. A service status is deter- 
mined based on the address data, the service status in- 
dicating whether service registration is permitted for the 
prepaid mobile station at the visited mobile service cent- 
er. 

[0023] A subscriber data insertion message directed 
to the visited mobile service center is intercepted at the 
threshold of the home location register when service 
registration is permitted for the prepaid mobile station at 
the visited mobile service center and the roaming status 
indicates the prepaid mobile station is roaming while 
registered for service at the visited mobile service cent- 
er. The subscriber data insertion message is modified 
to include therein data indicating an instruction for the 
visited mobile service center to route mobile communi- 
cations for the prepaid mobile station through a selected 
signaling point in the mobile network of the visited mo- 
bile service center when the subscriber data insertion 
message is intercepted, the selected signaling point ex- 
ecuting a call control procedure responsive to call con- 
trol instructions communicated from a prepaid account- 
ing system in the home network. 
[0024] A routing message from a gateway mobile 
service center is intercepted at a threshold point of the 
home location register in the home network and a called 
party number is extracted therefrom, the routing mes- 
sage indicating a request for a routing instruction for 
routing an incoming mobile communication to the pre- 
paid mobile station. It is determined, based on the called 
party number and the service status, whetherthe mobile 
communication is permitted for the prepaid mobile sta- 
tion. The intercepted routing message is relayed to the 
home location register. 

[0025] An acknowledgement message responsive to 
the routing message is intercepted at a threshold of the 
home location register when the mobile communication 
is not permitted for the prepaid mobile station, the ac- 
knowledgement message returning to the gateway mo- 
bile service center from the home location register and 
containing a mobile station routing number currently as- 
signed by a currently serving mobile switching centerto 
the prepaid mobile station. The intercepted acknowl- 
edgement message is modified to replace the mobile 
station routing number with a selected routing number 



for a selected one of a voicemail service system for a 
subscriber corresponding to the prepaid mobile station 
and an interactive voice response system providing an 
error message, when the mobile communication is not 
permitted for the prepaid mobile station. The acknowl- 
edgement message is relayed to the gateway mobile 
service center when the acknowledgement message 
has been intercepted and the mobile station routing 
number has been replaced with the selected routing 
number. The acknowledgement message is returned to 
the gateway mobile switching center without modifica- 
tion to the mobile station routing number, when the mo- 
bile communication is permitted for the prepaid mobile 
station. 

[0026] In a fifth aspect, the invention provides a meth- 
od, apparatus, system, and software for a prepaid mo- 
bile telecommunications service. A method of this fifth 
aspect comprises intercepting a location update mes- 
sage from a visited mobile service center at a threshold 
point of a home location register in a home network of 
a prepaid mobile station, the location update message 
indicating a request from the prepaid mobile station for 
service registration at the visited mobile service center. 
Identification data are extracted from the intercepted 
message, the identification data representing a unique 
identifier assigned to the prepaid mobile station. Ad- 
dress data are extracted from the intercepted message, 
the address data indicating a message address for the 
visited mobile service center. A roaming status is deter- 
mined for the prepaid mobile station based on the ad- 
dress data. A service status is determined based on the 
address data, the service status indicating whether 
service registration is permitted for the prepaid mobile 
station at the visited mobile service center, 
[0027] A subscriber data insertion message directed 
to the visited mobile service center is intercepted at the 
threshold of the home location register when service 
registration is permitted for the prepaid mobile station at 
the visited mobile service center and the roaming status 
indicates the prepaid mobile station is roaming while 
registered for service at the visited mobile service cent- 
er. The subscriber data insertion message is modified 
to include therein data indicating an instruction for the 
visited mobile service centerto route mobile communi- 
cations for the prepaid mobile station through a selected 
signaling point in the mobile network of the visited mo- 
bile service center when the subscriber data insertion 
message is intercepted, the selected signaling point ex- 
ecuting a call control procedure responsive to call con- 
trol instructions communicated from a prepaid account- 
ing system in the home network. 
[0028] A communication from the selected signaling 
point may then be receiving at the prepaid accounting 
system, the communication indicating the prepaid mo- 
bile station has requested to initiate a mobile communi- 
cation. It is determined whether the requested mobile 
communication is permitted based on an account bal- 
ance corresponding to the prepaid mobile station. A 
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communication is established through a data network 
connection between the prepaid accounting system and 
the specified signaling point responsive to the received 
communication, when the requested mobile communi- 
cation is permitted. The specified signaling point is in- 
structed through the data network communication to ter- 
minate the requested mobile station when the prepaid 
accounting system determines that the account balance 
has been reduced to less than a predetermined mini- 
mum balance amount. 

[0029] Further features and advantages of the 
present invention, as well as the structure and operation 
of various embodiments of the present invention, will be- 
come apparent and more readily appreciated from the 
following description of the preferred embodiments, tak- 
en in conjunction with the accompanying drawings of 
which: 

FIG. 1 is a schematic illustration of the general tel- 
ecommunications environment including a typical 
mobile telecommunications network; 
FIG. 2 shows the mobile network of FIG. 1 together 
with a second mobile network and a public switched 
telephone network; 

FIG. 3 is message sequence diagram illustrating a 
message flow for autonomous registration and call 
routing for the mobile networks of FIGS. 1 -2; 
FIG. 4 shows a portion of the mobile network of FIG. 
1, together with a signaling relay point with which 
the services of the present invention may be imple- 
mented; 

FIG. 5 is a schematic illustration of a mobile tele- 
communications network supporting prepaid mo- 
bile services; 

FIG. 6 shows the mobile network of FIG. 5 as a 
home mobile network together with another mobile 
network; 

FIG. 7 shows a configuration of the mobile networks 
of FIG. 6 in which the other mobile network com- 
prises a service node; 

FIG. 8 shows the mobile networks of FIG. 7 in which 
the home mobile network comprises a signaling re- 
lay point of the present invention; 
FIG. 9 is a flow diagram illustrating operations com- 
prised in a location update procedure of the present 
invention; 

FIG. 10 is a flow diagram illustrating operations 
comprised in a procedure of the present invention 
for modification of a subscriber data insertion mes- 
sage; 

FIG. 11 is a flow diagram illustrating a procedure of 
the present invention for capture of mobile terminat- 
ed calls for a prepaid mobile station; and 
FIG. 1 2 is a flow diagram illustrating a procedure of 
the present invention for forced routing of a mobile 
originated call for a prepaid mobile station. 

[0030] Reference will now be made in detail to the 



presently preferred embodiments of the invention, ex- 
amples of which are illustrated in the accompanying 
drawings, wherein like reference numerals refer to like 
elements throughout. 

5 [0031] FIG. 1 illustrates the network interconnection 
between the general telecommunications "world," in- 
cluding a Public Switched Telephone Network (PSTN) 
90, and a typical mobile telecommunications network 
100. Mobile network 100 may be a Public Mobile Land 

10 Network (PMLN) or any similar network for mobile tele- 
communications. The present invention may be imple- 
mented to advantage in any such mobile network. Typ- 
ically the mobile communications supported by such a 
mobile network 100 will be voice communications, i.e., 

15 mobile telephone calls. However, those of skill in the art 
will appreciate that the present invention applies equally 
well to other types of mobile communications as well, 
such as Short Message Service (SMS) communica- 
tions, mobile data communications (e.g., "wireless in- 

20 ternet"), etc. 

[0032] The term "mobile communication" will there- 
fore apply to all communications in such mobile net- 
works or using such mobile telecommunications modal- 
ities. A mobile communication may originate at a mobile 

25 station, or terminate at a mobile station, or both. In the 
following description the term "call" will often be used 
interchangeably with "mobile communication" to mean 
any of the applicable types of mobile telecommunica- 
tions. However, when the context distinguishes between 

30 "call" and communication, a "call" will be a conventional 
voice telephony communication. 
[0033] Mobile network 100 is typically operated by a 
mobile service provider (MSP) (not shown), which pro- 
vides home network services to a number of mobile sta- 

35 tions (usually many) such as mobile station (MS) 110. 
Generally, these home network services provide MS 1 1 0 
with dial tone service whenever MS 1 1 0 is located within 
the geographical coverage area of mobile network 1 00. 
Here "dial tone service" means basic mobile communi- 

40 cations service, whereby a subscriber (not shown) is 
able to call out and to answer incoming calls (i.e., to in- 
itiate outgoing communications and to receive incoming 
communications) using the MS 11 0. 
[0034] Network 100 further comprises a number of 

45 mobile switching centers 130, each of which serves as 
a switching center for a number of base stations 120. 
BS 120 and MSC130 communicate over a suitable data 
link, as is well known in the art. Each mobile switching 
center (MSC) 130 thus provides switching services for 

so mobile stations located within the geographical area 
covered by the base stations 120 assigned to the MSC 
130. A mobile communication between MS 110 and an- 
other terminal (not shown) is conducted in the first in- 
stance through a BS 1 20 that conducts the communica- 

55 tion through radio transmissions to and from MS 110. 
[0035] Each mobile service center 130 comprises or 
is coupled to a visitor location register (VLR) that stores 
certain subscriber information needed or useful f or serv- 
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icing the mobile stations located in the coverage area of 
the MSC 1 30. Each MSC 130 will alternatively be refer- 
enced as an "MSC/VLR," in view of the close associa- 
tion between each MSC and the associated VLR. 
[0036] If the subscriber operating MS 110 engages in 
a mobile communication with another terminal outside 
mobile network 100, then a suitable communication 
channel (e.g., a voice channel) is established between 
the serving MSC/VLR130 and a gateway MSC (GMSC) 
140 (unless, of course, the serving MSC and the gate- 
way MSC are the same entity). The communication 
channel then extends from the GMSC 140 to other ap- 
propriate switching points (not shown) in the world out- 
side network 100, perhaps through PSTN 90. Typically 
a mobile network may comprise several gateway MSCs, 
but for simplicity only GMSC 140 is shown in FIG. 1. In 
the typical case, all the MSC/VLR units are connected 
on the signaling network to the HLR (or HLRs, if the mo- 
bile network comprises multiple HLRs). 
[0037] It is noted that the FIGURES of this application 
illustrate the GMSCs as entities distinct from the regular 
MSCs. This distinction is made in the FIGURES for pur- 
poses of explaining the somewhat different functional 
roles played by the gateways and the regular MSCs in 
the present invention. However, in a typical network a 
GMSC is just another MSC that happens to have con- 
nections to one or more signaling points outside the mo- 
bile network. Indeed, in some mobile networks all the 
MSCs are also GMSCs. 

[0038] Mobile network 1 00 further comprises a home 
location register (HLR) 150, which is a database for sub- 
scriber information relating to mobile stations receiving 
home network services from mobile network 1 00. As de- 
picted in FIG. 1 , the HLR 150 is a centralized database 
for the exemplary network 100. However, frequently a 
mobile network operator will maintain several HLRs in 
a mobile network, with each HLR having a number of 
mobile stations uniquely assigned thereto. In the ex- 
treme case, as was used in early wireless systems in 
the United States and still exists in some networks, each 
MSC of the network may have an HLR database em- 
bedded therein. Again, mobile network 100 is depicted 
in FIG. 1 with a single HLR 150 to simplify the following 
exposition. The HLR 1 50 typically maintains data relat- 
ing to the service plan associated with MS 1 1 0 and cur- 
rent routing data, as will be explained below with refer- 
ence to FIG. 3. 

[0039] FIG. 2 illustrates the mobile network 100 of 
FIG, 1 , together with another mobile network 200 that 
may be operated by a different MSP. Mobile network200 
as illustrated comprises elements similar to the ele- 
ments of network 1 00. Like network 1 00, mobile network 
200 comprises several MSC/VLRs 230 (only one 
shown), a GMSC 240, and an HLR 250. 
[0040] Network 100 and network 200 are linked to- 
gether by signaling links 260, which transmit control sig- 
nals for providing communication services between the 
two networks. Typically these control signals conform to 



a standard, message-oriented signaling protocol, such 
as 1S-41 or GSM MAP over Signaling System 7 (SS7). 
Further links 260 couple the mobile networks 100 and 
200 to the PSTN 90 to provide comprehensive telecom- 

5 munications service to users of the mobile networks. 
Telecommunications networks such as PSTN 90 and 
mobile networks 100 and 200 will typically comprise 
many more signaling links and signaling elements than 
the links and elements shown for purposes of illustration 

10 in FIG. 2. 

[0041] FIG. 3 illustrates a typical configuration of mes- 
sage flow for the basic messages used in autonomous 
registration of a mobile station in a mobile network. Au- 
tonomous registration (or "registration") is a well known 

w process by which service arrangements are established 
when a mobile station enters or first powers up in the 
service area of a mobile service center. Two convention- 
al purposes are achieved by registration: first, the sign- 
aling address of the serving MSC/VLR is identified to 

20 the HLR to which the mobile station is assigned. This 
allows incoming calls to the mobile station to be routed 
to the correct MSCA/LR. Second, subscriber-specific 
data is downloaded from the HLR to the serving VLR to 
facilitate mobile communications for the mobile station. 

25 Such downloaded data enable the serving MSC/VLR to 
provide more extensive services and may include, for 
example, a call forwarding number. 
[0042] The registration process proceeds in a manner 
now to be described with reference to FIG. 3 and the 

30 MS 110 of FIG. 1 . The operations to carry out such a 
process include transfers of information between vari- 
ous signaling points. These transfers occur by repre- 
senting relevant messages in physical signals that are 
transmitted between signaling points involved in the var- 

35 jous operations of the procedure. Many signaling for- 
mats can be used for these physical transfers, and the 
present invention does not require signaling according 
to any particular signalformat. The successful execution 
of the various functions of the mobile network depends 

40 on the functions of the messages, rather than the par- 
ticular form in which the messages are transmitted. 
[0043] This detailed description will therefore use 
"signal" and "message" interchangeably unless the con- 
text clearly indicates otherwise. Further, specific signal 

45 types will be discussed here in terms of the ISUP termi- 
nology (e.g., IAM) and the GSM terminology (e.g., UL, 
ISD, SRI, PRN, etc.). These specific signal types are 
used here as examples only and are not necessary for 
the invention. 

50 [0044] With reference nowto FIG. 3, when the MS 110 
first powers up or enters the MSC service area, an iden- 
tification signal 305 is sent to the serving MSC/VLR 1 30 
(or MSC/VLR 230). This ID signal contains the unique 
identification number of the MS 110. For example, in 

55 GSM the identification number may be the International 
Mobile Subscriber Identity (IMSI) number. For incoming 
calls, the MS 1 1 0 is specified by an associated directory 
number, designated the Mobile Subscriber Integrated 
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Services Digital Network (MSiSDN) number in GSM 
networks. Equivalent^, in IS-41 networks the corre- 
sponding numbers are the Electronic Serial Number 
(ESN) and the Mobile Subscriber Number (MSN) or Mo- 
bile Directory Number (MDN), respectively. 
[0045] Using the MS ID number, the MSC 130 sends 
a location update signal (UL) 310 to the HLR 150. In 
GSM networks the UL signal 310 will be the GSM Up- 
date Location signal. The corresponding signals for IS- 
41 and other signaling protocols will be apparent to 
those of skill in the art. 

[0046] The HLR 150 returns an acknowledgement 
signal (UL_ack) 315 to the MSC/VLR 130 (or 230) and 
then retrieves the appropriate subscriber data to be for- 
warded to the serving VLR. The data is encapsulated in 
a subscriber data insertion signal (ISD) 320 and sent to 
the MSC/VLR 130/230. The serving VLR stores the da- 
ta, and a confirmation signal (CONF) 325 is sent to the 
MS 110 to complete the registration process. 
[0047] FIG. 3 further illustrates message flows when 
an incoming mobile communication (such as a tele- 
phone call) is directed toward the MS 110. The dialed 
directory number (CdPN), which is generally the MSN 
or MDN for the MS 110 in the case of an IS-41 network, 
or the MSISDN in a GSM network, provides a routing 
instruction that routes a call setup request message 
(I AM) 330 to the GMSC 140 to which the MS 110 is as- 
signed. The GMSC 140 initiates a routing instruction re- 
quest message (SRI) 335 to the HLR 150, thereby to 
obtain a routing instruction for the currently serving 
MSC. 

[0048] Because the MS 110 previously registered at 
MSC/VLR 130 (or 230), the HLR 150 initiates a routing 
number request message (PRN) 340 toward the serving 
MSC/VLR. The MSC/VLR 130/230 sends an acknowl- 
edgement message (PRN_ack) 345 to the HLR 150. 
The PRN_ack message contains a routing number (RN) 
that allows the IAM message to be routed to the correct 
MSC and identified with the correct mobile station upon 
arrival. 

[0049] The HLR 1 50 receives the PRN_ack message 
from the MSC/VLR 130/230 and encapsulates the RN 
in an acknowledgement signal (SRI_ack) that is sent to 
the GMSC 1 40 as a response to the SRI message. The 
GMSC 140 then routes the IAM message to the correct 
MSC 130/230 for completion of the call connection (as- 
suming the dialed subscriber is available to take the 
call). 

[0050] The present invention embodies novel and un- 
usual concepts for efficiently using basic network mes- 
sages to provide services heretofore difficult or impos- 
sible to implement in mobile networks such as mobile 
network 100. Some similar services have been pro- 
posed in the past, but only at the expense of substantial 
modifications to the network switches and the HLR, or 
the addition of intelligent network (IN) capabilities to the 
network, or both. The present invention enables new 
and enhanced services to be provided without such ex- 



pensive and risky modifications to the existing network 
infrastructure. 

[0051] The basic control messages ("messages") 
with which the invention is concerned are used in virtu- 

5 ally every mobile network, such as mobile network 1 00, 
for carrying out network operations such as the regis- 
tration process outlined above. The invention uses such 
messages In situ, that is, as they occur in ordinary net- 
work operations. With the invention, these services do 

10 not require new message formats or new message 
types, and do not require modifications to the existing 
network elements (switching centers, HLRs, VLRs, 
etc.). These advantages remove significant cost and re- 
liability issues that heretofore have discouraged service 

15 providers from implementing new and enhanced serv- 
ices. In fact, the service potential offered by this new 
approach extends to non-subscriber services as well, 
such as administrative services for the network provider 
(accounting, service utilization monitoring, etc.). 

20 [0052] Such advantages and benefits may be realized 
through a novel approach to message interception, 
whereby new information is obtained from the intercept- 
ed message. A further notable aspect of the invention 
resides in a synergistic combination of this new ap- 

25 proach to message interception and supplemental 
processing based on the new information. Here "mes- 
sage interception" means an operation in which a mes- 
sage addressed to a given destination signaling point is 
received at a network point along the signaling path be- 
so tween the source signaling point and the destination sig- 
naling point. This is to be distinguishedf rom simple mes- 
sage routing, by which the message hops from point to 
point along a route to the specified destination. Message 
interception entails the further operation of extracting 

35 data from the message, which makes possible further 
processing of the message in view of the extracted data. 
For example, the message may be relayed without 
change, modified or supplemented according to the ex- 
tracted data before being relayed, or even suppressed 

40 entirely, 

[0053] Message interception and data extraction 
have been known to provide certain useful capabilities. 
Here, however, the present invention makes use of at 
least two basic and interrelated new discoveries. First, 

45 it has been discovered that new, independently mean- 
ingful information may be determined from appropriate 
analysis of data extracted from a message. Effective 
use of this first discovery, however, has depended upon 
a second discovery: that the circumstances of the mes- 

50 sage interception can have a critical effect on the kind 
and amount of information that can be obtained through 
message interception. A related discovery is thatthe cir- 
cumstances under which the new information is used 
can enhance the effectiveness of additional service 

55 functions that use the new information. 

[0054] Each of these discoveries has considerable 
significance for mobile telecommunications services, 
even apart from the others. However, when considered 
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in combination, the features of the invention have impli- 
cations extending far beyond their individual signifi- 
cance. Some of the novei and unusual aspects of the 
invention arising from the interactions between the var- 
ious discoveries thereof may be better understood 5 
through a brief consideration of existing uses for mes- 
sage interception. 

[0055] Conventional embodiments of message inter- 
ception in teiecom signaling networks have embodied a 
content substitution paradigm, i.e., "match and switch." 
This content substitution generally proceeds according 
to the following lines: extract a certain data field from 
the intercepted message, compare the extracted data 
to a relevanttemplateortrigger condition, and substitute 
appropriate data for the extracted data when a match 
occurs. Typical examples of content substitution are 
query format translation for database queries (see, e.g., 
European Patent Application 0 669 771 A1) and called 
party number substitution (or global title translation) for 
local number portability (see, e.g., U.S. Patents 
5,905,724, 5,940,492, and 5,949,871). 
[0056] U.S. Patent 5,943,61 9 discloses a related em- 
bodiment of content substitution wherein a home net- 
work HLR provides subscriber data for a mobile station 
roaming in a visited network. A substitution device in the 
visited network is configured to receive the subscriber 
data message entering the visited network and to sup- 
plement the original subscriber data with additional sub- 
scriber data suitable for the visited network. The addi- 
tional subscriber data may be selected in accordance 
with the identity of the originating HLR, or the identity of 
the registering mobile station, or both. The substitution 
operation is again a "match and switch" procedure. A 
corresponding, supplemental subscriber data message 
(equivalently, a modified version of the received mes- 
sage) is then sent to the MSC currently serving the 
roaming MS. The visited MSC is identified based on the 
fact that the location update message to which the data 
insertion message responds was previously sent to the 
HLR by the visited MSC. 

[0057] These examples illustrate how conventional 
message interception uses message data as a search 
key to identify appropriate data (such as replacement 
data or additional data) to be inserted into the message. 
The data extracted from an intercepted message has 
thus been recognized as an identifier for an appropriate, 
predefined operation for modifying (or suppressing) the 
message. This basic approach takes a few common 
forms, as illustrated by the aforementioned patents. For 
example, the routing number may be swapped using an 
LNP database, whereby the message is routed to a new 
end office switch to which the called party number has 
been ported. Alternatively, the destination point code 
(DPC) may be swapped by reference to a ported- 
number database, whereby the message is routed to an 
IN service node for appropriate service processing. The 
message processing may provide subscriber data sub- 
stitution, whereby data carried by the message is mod- 



ified or supplemented from a predetermined data regis- 
ter. In each of these embodiments, data extracted from 
the message itself identifies a predetermined operation 
affecting the data in the message. 
[0058] Message interception can also be used to im- 
plement Mobile Number Portability (MNP) in the mobile 
network context. The basic problem of MNP parallels 
the LNP problem for wireline networks; when asubscrib- 
er changes mobile service providers but keeps her old 
directory number, any incoming calls will be routed ini- 
tially to the donor network. In both contexts, the number 
portability task is to redirect the call setup request to the 
new network providing service to the called subscriber. 
[0059] To implement MNP, the interception device can 
be configured to intercept the SRI message from the 
GMSC and to determine, by a look up in a Number Port- 
ability ("NP") database, whether the CdPN has been 
ported. If the CdPN is determined to have been ported 
from the donor HLR, then the interceptor does not relay 
the SRI message to the HLR (i.e., performs suppres- 
sion). The interceptor can then initiate a response mes- 
sage, such as an SRl_ack message, corresponding to 
the SRI message and redirecting the call setup request 
to the new HLR. In this formulation, "message intercep- 
tion" entails generating a corresponding response and 
suppressing the intercepted message, instead of relay- 
ing the intercepted message. 
[0060] Such an MNP interception device implements 
the conventional approach to message interception de- 
scribed above, Again, the operational concept is to 
match data in the intercepted message to a predeter- 
mined trigger. When a match occurs, the message is 
either suppressed or modified with data selected in view 
of the trigger condition. It is thus seen that the conven- 
tional understanding of message interception is uni- 
formly oriented toward processing the message accord- 
ing to a predetermined procedure (suppression, or ad- 
justment of data in the message) determined by the 
message. 

[0061] However, many potentially desirable service 
functions are difficult or impossible to implement by such 
message-determined handling of an intercepted mes- 
sage. Some service enhancements have been realized 
using a message interceptor in conjunction with an IN 
service node, when the network supports IN services. 
Examples of such service enhancements are described 
in U.S. Patent No. 5,949,871 to Kabay et al. However, 
qualifying a mobile network for IN services and imple- 
menting an IN service node are both expensive invest- 
ments that mobile service providers may be unable to 
undertake. Moreover, current IN service enhancements 
have tended to offer only limited additional services and 
to generate substantial additional message traffic. It has 
been discovered that these disadvantages arise, at 
least in part, from a failure to utilize fully the information 
in the existing messages. 

[0062] In one aspect, the present invention solves 
such problems by departing from the conventional inter- 
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ception paradigm of comparing message data to prede- 
termined triggers and modifying or suppressing the 
message when a match occurs. This departure arises 
through the discovery that new information can be ob- 
tained by appropriate analysis of the basic messages. 
If obtained at an appropriate location in the mobile net- 
work, such new information can be used to provide sub- 
stantial new services without modifying the existing net- 
work components and without requiring IN upgrades. 
[0063] The distinctive approach used here may be 
better understood by considering the different manner 
in which information flows relative to the message in the 
message interception process. In the conventional 
forms of message interception, as described above, the 
flow of information is from the interceptor into the mes- 
sage. At best, the intended outcome is to provide 
changed or additional information to the message, 
based on the predetermined matching criterion. The al- 
ternative of suppression eliminates the entire message, 
and the message content to achieve the requested serv- 
ice function must be reproduced in a new message. In- 
formation in the message is used solely for the purpose 
of identifying the corresponding predetermined routine 
by which to handle the message. 
[0064] In other words, conventional message inter- 
ception uses predetermined data outside the message 
to modify (or suppress) data in the message. The flow 
of information is toward the message, because the pre- 
determined information is taken from outside the mes- 
sage to affect the message itself (or specific related 
messages). 

[0065] The invention's novel application of message 
interception arises from the realization that the existing 
messages used in the network are themselves a poten- 
tially rich source of useful information. Such new infor- 
mation may, for example, relate to one or more of the 
network subscribers, or perhaps to the services being 
provided by the network. The possibility of obtaining 
new information, based on the messages themselves, 
creates the possibility of performing useful service func- 
tions using the new information. 
[0066] In part, the present invention embodies the dis- 
covery that such new information is potentially available. 
But the discovery that message interception can yield 
new information does not mean that any new informa- 
tion that might be thus obtained would actually be useful 
for providing desirable services. Further, even if useful 
information is potentially available, that information 
must be identified, obtained when and where needed, 
and used effectively. 

[0067] The present invention applies various discov- 
eries to overcome all of these obstacles simultaneously. 
In a first aspect, the invention employs a novel type of 
network device that will be called a "signaling relay 
point," or "SRP." A preferred embodiment of such an 
SRP comprises a Mobile Applications Protocol (Map) 
based processing platform that intercepts some of the 
basic messages in the mobile network. The SRP ana- 



lyzes the intercepted messages according to a compre- 
hensive, real time database and selectively performs 
supplemental processing activities based on the results 
of the analysis. 

5 [0068] The MAP is well known in the telecommunica- 
tions arts as a standard part of the functional or "level 
4" portion of the SS7 message architecture. A preferred 
embodiment of an SRP used in the present invention is 
configured for use in SS7 networks and desirably oper- 

10 ates on MAP-content messages. However, those skilled 
in the telecommunications arts will recognize that the 
present invention also can be applied to substantial ad- 
vantage in networks configured for other signaling ar- 
chitectures (IS-41 , etc.). As noted above, the present 

15 invention may be configured for any of a variety of dif- 
ferent signaling formats including Common Channel 
Signaling Network (CCSN) formats such as SS7 (used 
in GSM and and IS-41 networks). . 
[0069] As a MAP based platform, an SRP of the 

20 present invention may be implemented in a mobile tel- 
ecommunications network such as a cellular, PCS, or 
GSM wireless network. However, it will be apparent to 
those of skill in the art that the essential features of the 
invention will provide substantial advantages in other 

25 application contexts. Such alternative contexts for the 
invention include, but are not limited to, satellite tele- 
communications networks and similar networked com- 
munications environments. 

[0070] FIG. 4 illustrates a portion of the mobile net- 
so work 100 of FIG. 1, including the GMSC 140, the HLR 
150, and a MSC/VLR (either MSC/VLR 130 or MSC/ 
VLR 230). Interposed in the network, between the HLR 
150 and other network elements, is an SPR 400 as may 
be employed in an exemplary embodiment of the inven- 
ts tion. The SRP 400 is displaced from the HLR 150 in the 
network, and therefore the benefits provided by the in- 
vention can be achieved without modification to the HLR 
1 50. On the other hand, some or all incoming messages 
(from GMSC 140 or MSC/VLR 130/230, for example) 
40 directed to the HLR 1 50 are intercepted by the SRP 400. 
Thus, the SRP 400 stands at a threshold point 405 for 
the HLR 150. 

[0071] Some basic features of the exemplary SRP 
400 are also shown in FIG. 4, such as an interface unit 

45 (|) 41 o and a processing unit (P) 420. The interface 41 0 
provides the basic interception functions of the SRP 
400, whereby messages are received from a network 
link (either coming into the HLR 1 50 or sent out from the 
HLR 150) and processed for further analysis. Forexam- 

50 pie, the interface 41 0 may comprise known components 
for unpacking and repacking the received message, 
such as components to deframe, demultiplex, and de- 
code the message, and to extract specified data there- 
from and to reverse those operations. As noted above, 

55 the details of message interception are known. An ex- 
emplary message Interceptor is disclosed in the above- 
cited U.S. Patent 5,905,724 to Carson etal., the disclo- 
sure of which is incorporated herein by reference. 
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[0072] The SRP 400 may be implemented on any of 
various known message interception platforms, such as 
the interceptor platform disclosed in the aforementioned 
patent, or MNP platforms as are well known in the art, 
Alternatively, a desirable SRP platform is the IMS plat- 5 
form from Comverse Network Systems, Inc., together 
with the OMN I SignalWare™ SS7 stack, also from Com- 
verse Network Systems, Inc. 

[0073] The Comverse IMS (Intelligent Mobile Servic- 
es) platform is a core platform upon which SRP services 
and other services may be built. The entire platform is 
considered as the IMS, while various services (SRP 
services, as well as other services) are "applications." 
The IMS may be configured as an SRP to provide nu- 
merous value-added services for mobile network users. 
[0074] The overall IMS platform may be described as 
a 4 redundancy computing element distributed process- 
ing system with common database engine. The comput- 
ing elements may be configured to operate in hot stand- 
by or load sharing mode. Each computing element con- 
nects to the network using one or more SS7 signaling 
links, for example, from one to 32 SS7 links or preferably 
from one to 64 SS7 links. Each computing element may 
comprise two Intel Pentium Ill-class dual processors as 
symmetric multi-processing CPUs running a multitask- 
ing operating system such as UNIX™, LINUX™, etc. 
[0075] The Omni SignalWare™ stack may be used for 
the SS7 stack. The SRP service application, such as an 
application of the present invention for providing mobile 
services based on adaptably selectable mobile commu- 
nications routing, runs over the Omni stack. The data- 
base is desirably a fully redundant system using two 
multitasking servers (such as UNIX™ servers) in a load- 
sharing mode running Oracle™ as the database engine. 
The database platform may be a medium-sized RISC 
machine, such as the DS-20™ system available from 
Compaq Computer Corp., or the Netra™ 1400 system 
available from Sun Microsystems, Inc. 
[0076] As explained below, the numerous advantages 
of the present invention derive, in the case of the SRP 
400 illustrated in FIG. 4, from a combination of the op- 
erations of the interface 41 0 and the processing unit (or 
processor) 420. The processor 420 may be configured 
to receive data extracted from a message by the inter- 
face 410 and to perform further processing activities 
based on the extracted data. In particular, the processor 
420 can determine analysis results for the extracted da- 
ta and initiate control functions regarding the intercepted 
message. These control functions can affect the inter- 
cepted message to enhance the service function of the 
message, and (alternatively or in addition) they can ini- 
tiate new service activities, such as new messages, to 
perform other service functions. The SRP 400 desirably 
performs its analysis functions by reference to a com- 
prehensive, real time database 430. The database 430 
may comprise an integral part of the SRP platform or 
may be a stand-alone unit accessible by the SRP 
through a data link 435. 



[0077] Several aspects of the present disclosed SRP 
will now be described in general terms, before describ- 
ing an implementation of prepaid mobile services using 
a device such as the SRP 400. 
[0078] As indicated above, a first distinctive aspect of 
the disclosed SRP relates to obtaining new information 
from existing messages in the network. Through the 
processor 420, the SRP 400 is capable of determining 
supplemental information from extracted data and se- 
lectively performing service tasks using such supple- 
mental information. Here, supplemental information is a 
particular type of information representing a fact or facts 
about a particular subscriber or other party, or about a 
service provider, as will be explained. 
[0079] It is to be emphasized that the fact or facts rep- 
resented by supplemental information have significance 
independent of the particular message that has been in- 
tercepted, or even related messages. It has been found 
that such information, having independent factual sig- 
nificance, can be unusually helpful for performing addi- 
tional service activities. This benefit obtains particularly 
(but not exclusively) for service activities apart from the 
intended function of the intercepted message. 
[0080] Hence, supplemental information also has the 
distinctive feature of being information independent of 
both the intercepted message and related messages. 
More specifically, supplemental information is informa- 
tion that (1) is not included in data extracted from an 
intercepted message, and (2) represents a fact or facts 
about a subscriber, a service provider, or another entity 
relating to the mobile network, apart from information for 
carrying out the intended function of the message (or 
related messages, such as acknowledgement messag- 
es). As to (2), message function data includes, for ex- 
ample, message routing information, subscriber data 
supplementing data already contained in the message, 
and so forth. 

[0081] It is thus seen that supplemental information is 
message-independent information about entities having 
interests in operation the mobile network: subscribers, 
parties communicating with subscribers, the network 
operator, and similar entities. In many cases, supple- 
mental information will represent a time sensitive fact 
that may age rapidly and thus must be frequently updat- 
ed or determined anew. I n other cases the supplemental 
information will represent a relatively static fact about 
an interested entity, but the fact will nevertheless be un- 
related to performance of the intended function of the 
message. 

[0082] Accordingly, as used herein, "supplemental in- 
formation" is defined to mean information representing 
a message-independent fact about an entity that con- 
trols the network or may request services from the net- 
work. Supplemental information is used in this first as- 
pect of the disclosed SRP because, depending on the 
particular facts represented thereby, the information 
may provide an additional fact criterion upon which serv- 
ice determinations can be made. 
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[0083] In a typical case, supplemental information 
may indicate a current service status of a particular mo- 
bile station or a current status of a particular service pro- 
vided by the mobile network operator. A particularly use- 
ful example of supplemental information is a "roaming" 
status for a mobile station assigned to a given home net- 
work. The roaming status indicates whether the mobile 
station in its current location is roaming. In other words, 
a roaming status represents the relationship between 
the current geographic location of the mobile station and 
the location of the home network. Supplemental infor- 
mation may also include such facts as provider-imposed 
limitations on the subscriber's operation of the mobile 
station at that location. 

[0084] A further aspect of the present invention and 
the disclosed SRO relates to the unusual usefulness of 
information, such as supplemental information, that is 
obtained and utilized at a selected point in the signaling 
system. It is well known that an HLR of a mobile network 
is or comprises a comprehensive storage for information 
relating to subscribers of the network. The stored infor- 
mation ("subscription information") typically includes 
both static information (preferred long distance carrier, 
etc.) and time-sensitive information, such as the net- 
work address of a mobile switching center currently 
serving the subscriber's mobile station. 
[0085] However, previously it has not been appreciat- 
ed that an HLR also constitutes a powerful nexus for 
communication of fresh information about the network 
subscribers and other interested entities. The autono- 
mous registration process outlined above assures that 
the HLR is promptly updated with new location informa- 
tion when the mobile station registers in a new MSC ar- 
ea. In the reverse direction, subscription information for 
registering mobile stations flows from the HLR to the 
MSCs serving the mobile stations. Considered in this 
light, then, it can be seen that most of the information 
used by the network in providing current services flows 
into and out of the HLR with the control messages. 
[0086] The present invention incorporates this obser- 
vation regarding the high density of current information 
flowing to and from the HLR. If supplemental information 
is to be determined based on data extracted from exist- 
ing messages, as the first aspect of the disclosed SRP 
proposes, then the immediate vicinity of the HLR be- 
comes an unusually desirable location at which to tap 
into those messages. A second distinctive aspect of the 
disclosed SRP is thus the special location, adjacent to 
the HLR, at which message interception and data ex- 
traction should be performed. 
[0087] Various alternatives have been proposed in 
the past to supplement the HLR with additional applica- 
tion programs, thereby to take advantage of the infor- 
mation stored therein. Such proposals have uniformly 
suffered from the serious disadvantage that they require 
the HLR to be modified to accommodate the additional 
application programs and ancillary data. These modifi- 
cations are risky because they entail alterations to the 



already complicated data structures of the HLR. Further, 
even if they are successfully implemented, enhance- 
ments to the HLR for new services will necessarily in- 
crease the already substantial processing burden on the 
5 HLR. 

[0088] The present invention departs from such pro- 
posals by recognizing that much current subscriber in- 
formation stored on the HLR is also potentially available 
by tapping into the messages flowing into and out of the 

10 HLR. That is, the desired data is obtained from the in- 
formation flux adjacent to the HLR, instead of by going 
into the HLR to get the data. The point of data extraction 
is outside the HLR signaling point, and thus subsists at 
a separate network element, the SRP. The SRP is di- 

*s rectly connected to the HLR by one or more signaling 
links. This position, at a separate network element 
linked to the HLR but interposed between the HLR and 
other signaling points, will be called the "threshold point" 
of the HLR. 

20 [0089] This second aspect of the disclosed SRP can 
thus be understood as providing a new "dynamic data 
access" mechanism for obtaining the message informa- 
tion from which supplemental information may be deter- 
mined or additional services may be initiated. Messages 

25 are viewed as potential sources of useful information, 
rather than merely as transport vehicles to be loaded 
and directed appropriately for predetermined objec- 
tives. From this altered perspective, the location at 
which the messages are accessed becomes potentially 

30 significant. This second feature of the SRP incorporates 
the discovery that, in a mobile network, the threshold of 
the HLR is an unusually effective place to access the 
information contained in network messages. 
[0090] It is noted that this new data access mecha- 

35 nism is an outgrowth of the novel approach to message 
interception embodied in the disclosed SRP. As de- 
scribed above, conventional message interception sim- 
ply implements message-handling functions such as 
message suppression, message redirection, ormodifi- 

40 cation of message data. The SRP, in contrast, uses 
message interception to determine information from da- 
ta in the intercepted message, such as supplemental in- 
formation, and to perform additional services using the 
information. 

45 [0091] In a third aspect, the disclosed SRP also em- 
bodies the discovery that even existing information, 
when extracted from a message passing through this 
special location, can be used for additional services 
apart from the subscriber service of the intercepted 

50 message. It is commonly understood in the art that a 
message in a telecommunications network is initiatedto 
carry out a well-defined service function. For example, 
the end office serving a calling party initiates an IAM 
message to carry out the service of setting up a voice 

55 path to the called party. Generally, each message in the 
network is initiated at a signaling point to carry out a cor- 
responding service, 

[0092] It has been discovered that the special location 
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for extraction of data to generate supplemental informa- 
tion is also an unusually effective location from which to 
initiate additional services. Here a "service" means a 
substantial activity producing an affirmative communi- 
cation result, apartfrom merely managing messages on s 
the network. For example, as noted above, a service 
may comprise setting up a voice path between two users 
of the network or performing an accounting or billing 
function with respect to a mobile communication. This 
effectiveness of the HLR threshold as a location for ini- 
tiating a second service is a consequence of the dense 
flow of information in the vicinity of the HLR. 
[0093] These three aspects of the disclosed SRP— 
extracting data at a nexus of information flow, determin- 
ing supplemental information based on the extracted 
data, and initiating additional services at the same nex- 
us based on the extracted data— each make possible a 
broad range of new service capabilities. Using supple- 
mental information, the SRP can perform service 
processing that was previously impossible or unfeasible 
to implement. When messages are intercepted in the 
special location adjacent to the HLR, the potential for 
obtaining and using supplemental information is mark- 
edly increased. Moreover, even message-related infor- 
mation can be used to initiate at the same special loca- 
tion a range of processing activities for additional serv- 
ices, 

[0094] Message processing responsive supplemen- 
tal information takes on various forms, depending on the 
additional service to be performed. Here the term "sup- 
plemental service processing" will be used specifically 
to indicate service processing responsive to supple- 
mental information. That is, "supplemental service 
processing" is defined hereto mean additional process- 
ing, performed in response to the supplemental infor- 
mation, to carry out additional service functions. Sup- 
plemental service processing may comprise (but does 
not require) an initial service determination, performed 
in response to the supplemental information, regarding 
whether still further processing will be initiated. The in- 
itial service determination is based on supplemental in- 
formation derived from either the intercepted message 
or another message intercepted previously. 
[0095] If the initial determination is affirmative (in an 
appropriate sense), then the supplemental service 
processing may also comprise any of various known 
types of further processing. For example, the intercept- 
ed message may itself be modified or suppressed, re- 
sponsive to the initial service determination. If the mes- 
sage is modified, then the modification may be based 
on the supplemental information, or other information, 
or both. 

[0096] The further processing may comprise, alterna- 
tively or in addition, modification of another message. 
Here it is assumed that the supplemental information 
has been determined, to make possible the service de- 
termination about whether to perform the further 
processing. Therefore, it is to be understood that the 



"other message" is a message intercepted at a time at 
least subsequent to determination of the supplemental 
information . On the other hand, "another message" may 
be a message from which data is extracted and other 
supplemental information is determined, and in this 
case the other message may also be intercepted before 
or concurrently with the first message. In the following 
specification, the context will make clear the sense in 
which "other message" or "another message" should be 
construed. 

[0097] An equivalent formulation of this alternative is 
as follows: intercept a message and extract data there- 
from, make an initial service determination regarding the 
message but based on previously determined supple- 
mental information, and selectively perform further 
processing based on the service determination. Here 
the previously determined supplemental information is 
assumed to have been based on data extracted from a 
previously intercepted message. Hence, modifying a 
current message based on previous supplemental infor- 
mation and modifying a subsequently intercepted mes- 
sage based on the current supplemental information are 
understood to be equivalent. 
[0098] A third type of further processing, alternatively 
or in addition to the others, is to initiate another message 
responsive to the service determination. Generally the 
other initiated message will be directed toward a service 
function different from the service function of the inter- 
cepted message (and also different from corresponding 
response messages). For example, an IAM message 
(requesting call setup) and an SRI message (requesting 
routing information to be sent) have different service 
functions. 

[0099] The other message may be initiated at a time 
subsequent to relay of the intercepted message, or sub- 
stantially simultaneously therewith. In the latter case the 
SRP basically becomes a spawning point for multiple 
concurrent tasks responsive to the intercepted mes- 
sage. For example, an incoming message to the HLR 
may be relayed on to the HLR for conventional process- 
ing, while concurrently the SRP sends out another mes- 
sage to control the service provided by the network or 
to initiate a further service. The initiation of the other 
message may therefore mark a processing bifurcation 
point, from which two independent service processing 
sequences proceed in alternation or (preferably) in par- 
allel. 

[0100] Supplemental service processing thereby 
achieves additional service functions (such as for sub- 
scriber-oriented "supplemental services" as commonly 
understood in the art, but also including functions for 
non-subscriber services) in conjunction with determina- 
tion of supplemental information. The supplemental in- 
formation may provide a decision point for whether to 
initiate further processing with respect to specific mes- 
sages. Alternatively or in addition, the supplemental 
service processing may carry out modification of a mes- 
sage, or initiation of a new message, based on data of 
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the supplemental information itself. Thus, supplemental 
service processing includes cases where the supple- 
mental information (or some relevant portion thereof) is 
incorporated in a modified message or a new message, 
even without obtaining an initial determination result in s 
response to the supplemental information. 
[0101] The third aspect of the disclosed SRP may be 
combined with the first two aspects to provide a further 
enhancement. This enhancement is optional but can 
produce a further synergistic effect from the availability 
of useful information, such as supplemental information, 
at the HLR threshold. With the supplemental information 
available at the threshold, the possibility then exists to 
carry out the further processing activities at the same 
location. The further enhancement thus embodies the 
discovery that the HLR threshold is also a particularly 
effective location at which to perform the supplemental 
service processing of the SRP. 
[0102] The significance of the HLR threshold for the 
third aspect, message processing based on extracted 
data, is only indirectly related to the feature of the 
threshold as a nexus of information flows. The HLR con- 
tinually receives incoming messages, containing infor- 
mation about subscribers and other entities, and contin- 
ually generates outgoing messages to carry out the rou- 
tine operations of the mobile network. With the disclosed 
SRP, such messages can be intercepted and further 
message processing performed (selectively) to achieve 
specified service objectives. The orientation of the fur- 
ther message processing is therefore toward control of 
further operations on the network, by processing mes- 
sages passing through or initiated at the HLR threshold.. 
[0103] The effectiveness of message processing at 
the HLR threshold therefore relates to the relatively high 
density of message paths at that location, rather than to 
the density of information flows. More message paths 
will, of course, typically correspond to more messages 
and more information flowing in the messages. But the 
third discovery emphasizes yet another point of view: 
that messages can be used as means toward the end 
of achieving supervening service objectives. 
[0104] This third point of view also differs from the 
conventional understanding of message interception. 
There, predetermined information is used to effect con- 
trol over a message or specified messages. A further 
service function could be provided only by re-routing the 
intercepted message to an appropriate signaling point, 
typically a service control point or an intelligent periph- 
eral. Here, messages are used to bring about specified 
service functions, in accordance with service determi- 
nations and based on supplemental information. The 
presence of the SRP at a threshold point of the HLR 
creates the potential for controlling additional services 
from this communication nexus of the mobile network. 
[0105] A specific service implementation of the 
present invention will now be described for providing 
roaming capabilities to prepaid subscribers in a mobile 
network. 



[0106] FIG. 5 illustrates a service implementation for 
providing mobile telecommunications services accord- 
ing to prepaid accounts. A home network 500 of FIG. 5 
provides mobile services to several mobile stations in- 
cluding a prepaid mobile station (PPMS) 510. The net- 
work 500, similar to the network 1 00 of FIG. 1 , compris- 
es a number of base stations (not shown) and several 
mobile switching centers such as MSC/VLR 530. A GM- 
SC 540 and an HLR 550 are also similar to the conven- 
tional elements illustrated in FIG. 1. A mobile subscriber 
(not shown) owns or leases the PPMS 51 0, which is as- 
signed to the HLR 550. As in the mobile network 100 of 
FIG. 1 , the network 500 may comprise several gateway 
MSCs and several HLRs, although only one of each are 
shown in FIG. 5. 

[0107] In the implementation of FIG. 5, the operator 
of home network 500 has offered subscribers the option 
of prepaid accounts, as described above, Accounting for 
these prepaid accounts is conducted through a prepaid 
accounting system (PAS) 560 that communicates with 
the GMSC 540 and the MSCs, such as MSCA/LR 530, 
over a data network 570. In particular, system 560 con- 
trols the switches 530, 540, etc., to suspend service to 
a prepaid MS such as the PPMS 5 1 0 whenever the pre- 
paid account balance for the PPMS becomes exhaust- 
ed. 

[01 08] In an alternative implementation, the PAS 560 
is embodied in one or more separate systems in the net- 
work. In this case all calls from PPMS 510 are routed 
from the serving MSC 530 (which generally does not 
have a connection to the PAS 560, in this alternative) to 
a designated network element that is in communication 
with the PAS 560. The designated network element 
could be an MSC, but more commonly is a service node, 
SN 590. Service nodes are well known in the artfor pro- 
viding supplementary services in telecommunications 
networks having Intelligent Network (IN) or Advanced 
Intelligent Network (AIN) capabilities. 
[0109] The limitations on prepaid roaming, as noted 
above, generally have arisen because the accounting 
system 560 must be able to control communications for 
the PPMS 51 0 by accessing the serving MSC, such as 
MSCA/LR 530, over the data network 570. In the net- 
work 500 as illustrated, each of the MSC/VLRs of the 
network is linked to the PAS 560 through the data net- 
work 570. Alternatively, all calls to or from PPMS 510 
are routed through a system element, such as SN 590, 
that does have a connection to the PAS 560. Thus, the 
PAS 560 can control calls to or from the PPMS 51 0 with- 
out regard for the particular MSC at which the PPMS 
51 0 is currently registered. If some of the MSCs of mo- 
bile network 500 were not connected to the data network 
570, or did not have the capability to route calls to SN 
590, then the PPMS 51 0 would be prohibited from reg- 
istering at any of those unconnected MSCs. 
[0110] FIG. 6 illustrates the mobile network 500 to- 
gether with another mobile network 600 covering a dif- 
ferent geographical region. The network 600 comprises 
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several MSCs, which may be similar to the MSC/VLR 
530 of network 500, as well as one or more gateway 
MSCs. Here network 600 is depicted as comprising two 
gateways, GMSC1 642 and GMSC2 644. A call for a 
mobile station in network 600 may be routed into or out 5 
of the network through either GMSC1 642 or GMSC2 
644. Typically the selection of the gateway through 
which a call is routed will depend on the location of the 
serving MSC/VLR, load balancing considerations, or 
other factors, as is well known in the art. Of course, a 
call connection between mobile stations both located 
within network 600 may be completed without routing 
through either gateway, either between MSCs or within 
a single MSC. 

[0111] In FIG. 6, the PPMS 510 (i.e., the subscriber 
in possession of PPMS 51 0) has departed the coverage 
region of mobile network 500 and has entered the cov- 
erage region of mobile network 600. The PPMS 510 
must register at a serving MSC/VLR 630 before mobile 
telecommunications services can be provided to the 
subscriber in network 600. Except for the problem de- 
scribed below, this registration would occur routinely in 
the conventional manner described above with refer- 
ence to FIG. 3. 

[0112] The operator of mobile network 600 is as- 
sumed to have no particular business relationship with 
the operator of mobile network 500, other than the usual 
business relationships carried on by wireless carriers for 
conventional post-paid services such as post-paid 
roaming. Accordingly, the MSCs of network 600, such 
as MSC/VLR 630, are unable to connect to the data net- 
work 570 of network 500. This situation is similar to the 
case, noted above, in which an MSC of network 500 may 
be unconnected to the data network 570. 
[0113] Specifically, when the MSC/VLR 630 sends a 
UL message to the HLR 550 to initiate registration, the 
HLR550 detects that the source address of the UL mes- 
sage relates to a switch outside the home network 500. 
The HLR 550 further detects that the ESN of the PPMS 
51 0 relates to a prepaid account. The HLR 550 then pro- 
hibits registration from progressing further This prohibi- 
tion can be effected by any of various methods, such as 
by refraining from returning an acknowledgement mes- 
sage UL_ack, or (the preferred method) by returning a 
UL_ack message indicating that registration of the 
PPMS 510 has been refused. 
[0114] FIG. 7 illustrates the mobile network 500 to- 
gether with yet another mobile network 700, which may- 
be similar to the mobile network 600 in every respect 
except the following feature. Specifically, network 700 
comprises several MSCs such as MSC/VLR 730, gate- 
ways such as GMSC1 742 and GMSC2 744, and one or 
more HLRs (not shown). Notably, the mobile network 
700 also comprises a service node (SN) 760 in commu- 
nication with GMSC2 744. As is well known in the art, 
and as noted above, a service node such as the service 
node 760 is a data processing platform for providing en- 
hanced services with respect to calls routed through a 



connected switch (here, GMSC2 744). 
[0115] In atypical case the SN 760 is a separate net- 
work element that may be connected to the GMSC2 
744. That is, typically the service node can receive a call 
from another network element (such as GMSC2 744) 
over a circuit-switched connection (i.e., a voice path 
type connection). Such a service node also typically 
comprises call control logic, by which the service node 
can control the call that has been routed from the other 
node (e.g., allow the call to proceed, track the duration 
of the call, disconnect the call, play an announcement, 
etc.). As a separate network element, the service node 
usually also exchanges messages with other network 
elements through the Common Channel Signaling Net- 
work (CCSN, e.g., SS7 network) of the mobile network 
700. Alternatively, SN 760 may be coupled more closely 
to the GSMC2 744, such as by being implemented on a 
common platform therewith. 

[0116] The service node 760 may be further coupled 
to a wide area network (WAN) 770, which may be an 
interconnected system of networks such as the Internet. 
FIG. 7 also shows a situation in which the prepaid ac- 
counting system 560 of mobile network 500 is also cou- 
pled to the WAN 770. The service node 760 therefore 
has the capability of communicating with the PAS 560, 
by appropriate communications protocols over WAN 
770. 

[01 17] The presence of service node 760 in commu- 
nication with GMSC2 744 (or another element of net- 
work 700) provides the PAS 560 with the capability of 
controlling calls for a subscriber of mobile network 500 
who has roamed into network 700. This control might 
be realized, at least where the calls are routed through 
the network element in communication with the SN 760, 
such as the GMSC2 744. However, the HLR 550 must 
nevertheless refuse to register the PPMS 510 in the vis- 
ited mobile network 700, notwithstanding such a com- 
munications capability. This refusal is necessary, even 
for mobile network 700, because the PAS 560 cannot 
be assured of controlling calls to or from the PPMS 51 0. 
This is because the HLR 550 in the home network 500 
lacks the necessary processing logic to handle service 
requests differently depending on whether the PPMS 
51 0 is roaming in network 600, without a service node, 
or in network 700 with SN 760. That is, without additional 
information, the PAS 560 cannot be assured that a call 
for the PPMS 510 would in fact be routed to a serving 
network in which the call would be subject to control by 
the PAS 560. 

[0118] An aspect of the present embodiment of the 
invention isthefollowing observation regarding reasons 
for this lack of control. As noted above, a conventional 
home location register, such as HLR 550, lacks process- 
ing logic to enable or disable capabilities, such as re- 
ceiving or making calls when roaming, based on the 
identity of the foreign network. In particular, the HLR 550 
in the home network 500 lacks the ability to process 
service requests from PPMS 510 differently, depending 
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on whether the mobile station is currently registered in 
network 700 or in another, unconnected network such 
as network 600 in FIG. 6, The operator of the mobile 
network 500 therefore bars roaming calls to or from the 
PPMS 51 0 whenever the mobile station is located in ei- 
ther the mobile network 600 or the mobile network 700. 
[0119] FIG. 8 also shows the mobile networks 500 
and 700, but with the following difference provided by 
the present invention. In FIG. 8, the home mobile net- 
work 500 of PPMS 51 0 has been supplemented with an 
SRP 800, which may be similar to the SRP 400 shown 
in FIG. 4. When the home mobile network 500 has been 
thus supplemented with an SRP such as SRP 800, the 
foregoing prohibition on roamingfor prepaid subscribers 
can be eliminated. 

[0120] As shown in FIG. 8, the SRP 800 is interposed 
in the mobile network 500 at a threshold point for the 
HLR 550. In the illustrated embodiment, the SRP 800 
intercepts all location update messages to the HLR 550. 
However, in an alternative configuration the SRP 800 
may intercept only those UL messages from MSCs in 
other networks, such as mobile network 700. 
[0121] In either configuration, and as explained be- 
low, the SRP 800 allows the operator of network 500 to 
maintain control over communications by the PPMS 
51 0, even when the PPMS 510 roams into a mobile net- 
work such as network 700. The visited network prefer- 
ably has a gateway MSC that is coupled to a service 
node, such as SN 760, capable of real time communi- 
cations with the PAS 560. Various IN platforms are avail- 
able to provide the service node functions of SN 760, 
such as theTRILOGUE Infinity (TM) platforms available 
from Comverse Network Systems, Inc. 
[0122] Other configurations are possible for capturing 
the prepaid mobile station's outgoing calls (i.e., mobile- 
originated communications) and are within the scope of 
the invention. The invention enables real-time definition 
of a forced routing number to connect the outgoing call 
through a specified switching point from which the call 
can be controlled. The specified switching point is pref- 
erably a gateway MSC of the visited network. The home 
network MSP will have a service agreement with the vis- 
ited network MSP, whereby the VMSC/WLR 730 is con- 
figured to implement the forced routing number for the 
specified switching point. Such a switch configuration is 
a routine matter of switching software that is within the 
ordinary skill in the art and will not be described in detail 
here. 

[0123] FIG. 9 is a flow diagram illustrating a location 
update procedure for a prepaid mobile station such as 
PPMS 510 assigned to a mobile network such as net- 
work 500, as depicted in FIG. 8. The operations of the 
illustrated procedure are preformed by an SRP such as 
the SRP 800. Initially the PPMS 510 attempts to initiate 
registration by sending an ID message to a serving 
MSG, such as MSC/VLR 730. In turn, the MSC/VLR 730 
initiates a UL message to the home network 500 and, 
in particular, to the HLR 500 to which the PPMS 51 0 is 



assigned. These operations are essentially identical to 
the location update procedure shown in FIG. 3. 
[0124] However, unlike in the registration procedure 
of FIG. 3, in the procedure illustrated in FIG. 9 the SRP 

5 800 receives the UL message in an operation 910, The 
VVLR address (e.g., source point code SPC) identifying 
the originating point, MSC/VLR 730, is extracted from 
the UL message at operation 915. The extracted ad- 
dress is checked in operation 920 to determine whether 

10 the PPMS 510 is attempting to register at an MSC of the 
home network 500. if the determination of the operation 
920 is affirmative, then the procedure advances to an 
operation 925. in the operation 925 a roaming status in- 
dicator, stored by the SRP 800 and associated with the 

15 particular PPMS 51 0, is set to "HOME." The procedure 
then advances to operation 930, in which the UL mes- 
sage is relayed to the HLR 550. From this point forward, 
the registration procedure can be carried out in the con- 
ventional manner. 

20 [0125] However, if the determination at operation 920 
is negative, then it is determined that the PPMS 510 is 
attempting to register in a foreign network. Accordingly, 
the procedure of FIG. 9 advances to operation 935, 
where the location of the visited network 700 is identi- 

25 fied. At operation 940 the SRP sets the roaming status 
for PPMS 510 to "ROAMING" and sets a location indi- 
cators indicate the location "XXX" of the visited network 
700. 

[0126] Next, at operation 945, the SRP 800 deter- 
so mines whether the PPMS 510 is permitted to have mo- 
bile communications in the visited network 700, i.e., 
whether the PPMS 51 0 is permitted to "roam" there. As 
noted above, the prepaid accounting system 560 must 
be able to control any calls by the PPMS 510, either di- 
35 rectly through the data network 570 or indirectly through 
WAN 770 and a suitable service node. Thus, roaming 
will be prohibited unless the visited network has at least 
one gateway with a suitable service node, such as 
GMSC2 744 and SN 760 in network 700. 
40 [01 27] If the location "XXX" indicates that roaming is 
permitted in the visited network, then the procedure 
branches back to operation 930 from operation 945. 
However, if roaming is prohibited for the PPMS 510 in 
the visited network, then in operation 950 the SRP 800 
45 suppresses the UL message instead of relaying the 
message to the HLR 550. In a preferred embodiment, 
the SRP 800 will generate or cause to be generated an 
UL_ack message carrying an indication that the regis- 
tration of the PPMS 510 has been refused. This re- 
50 sponse by the S RP 800 is desirable because the visited 
MSC, MSC/VLR 730, will then refrain from repeating the 
registration attempt process. 
[0128] Alternatively, the procedure of FIG. 9 may ad- 
vance directly to operation 930 from operation 940, i.e., 
55 without performing the determination of operation 945 
or the suppression of operation 950. In this alternative 
the SRP 800 relays the UL message to the HLR 550, 
without regard for whether the PPMS 510 is permitted 
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have mobile communications in the visited network. 
Other operations to bar calls to and from the PPMS 5 1 0 
are then performed, as explained below. 
[0129] FIG. 1 0 is a flow diagram illustrating an exem- 
plary procedure for modification of a subscriber data in- 
sertion message by the present invention. If the SRP 
800 relays the UL message to the HLR 550, then the 
HLR 550 replies with an acknowledgement message 
UL_ack and a subsequent subscriber data insertion 
message ISD. These operations parallel the operations 
for the messages 305-320 in the conventional registra- 
tion procedure depicted in FIG. 3. 
[0130] The data modification procedure of FIG. 10, 
like the initial procedure of FIG. 9, is desirably carried 
out by an SRP such as SRP 800 in home network 500. 
The HLR 550 sends out the subscriber data message 
ISD as usual, but operation 1 01 0 receives the ISD mes- 
sage at the SRP 800 instead of direct transmission to 
the serving MSC (MSC/VLR 730). The MS identification 
number for the registering PPMS 510 (e.g., the ESN in 
an IS-41 network) is extracted from the intercepted ISD 
message at operation 1015. The VVLR address identi- 
fying the destination point of the ISD message is also 
extracted. 

[0131] At operation 1020 the SRP 800 determines 
whether the PPMS 51 0 is permitted to have mobile com- 
munications in the current network. Preferably, the op- 
eration 1 020 may be performed by checking a roaming 
status that has been previously stored forthe PPMS 51 0 
when a UL message was intercepted by the SRP 800. 
Alternatively the SRP 800 can determine a roaming sta- 
tus and a location for the PPMS 510 in the course of 
operation 1020, using the extracted MS ID number and 
the VVLR address, in the procedure of FIG. 10 it is as- 
sumed that the roaming status has been checked and 
that the current network is not the home network 500. 
[0132] if mobile communications are permitted, al- 
though the current network is not the home network 500, 
then the SRP 800 selects suitable forced routing data 
for the visited network in operation 1025. The forced 
routing data will be selected based on the identity of the 
visited network. For example, in FIG. 8 the visited net- 
work is mobile network 700, in which GMSC2 744 has 
the SN 760 coupled thereto. The PPMS 510 will there- 
fore be permitted roaming communications in network 
700, provided all such communications (incoming or 
outgoing) are routed through the gateway switch 744. 
The routing data selected for network 700 at operation 
1025 will ensure that the serving MSCV7R 730 will route 
any communications for the PPMS 510 through the 
GMSC2 744. 

[01 33] The selected routing data are then inserted in- 
to the intercepted ISD message at operation 1 030. Hav- 
ing suitably modified the ISD message, the SRP 800 re- 
lays the modified message toward its designated desti- 
nation (in this case, to the serving MSC/VLR 730) at op- 
eration 1 035. The MSC/VLR 730 receives the modified 
ISD message in the usual manner. In a particular em- 



bodiment, the MSC/VLR 730 stores the forced routing 
data as the current routing numberforthe visiting PPMS 
510. 

[0134] If in operation 1020 the SRP 800 determines 
5 that roaming communications are prohibited for the 
PPMS 510 in the visited network, then the procedure 
branches from operation 1020 to operation 1040. The 
SRP 800 may then insert a Bar All Outgoing Calls 
(BAOC) attribute into the ISD message before relaying 
10 the message in the operation 1 035. 

[0135] Alternatively, at the operation 1040 the SRP 
800 suppresses the ISD message and sends an ac- 
knowledgement message to the HLR 550, in a manner 
similar to suppression of the UL message as shown in 
15 FIG. 9 (see operation 950), instead of relaying the ISD 
message. The registration procedure for PPMS 510 
then fails, whereby the PPMS 510 becomes unavaila- 
ble. 

[0136] FIG. 11 showsaflowdiagramforan exemplary 

20 procedure of the invention for capture of mobile termi- 
nated calls to a prepaid mobile station, such as PPMS 
510, that is roaming in a visited network, it is assumed 
that a registration procedure as outlined in FIGS. 9-10 
has been completed. Like the conventional case of call 

25 routing, as depicted in FIG. 3, a call setup request mes- 
sage IAM is received initially by the gateway MSC, GM- 
SC 540, to which the PPMS 51 0 is assigned. The GMSC 
540 then initiates a routing instruction request message 
SRI to the HLR 550. 

30 [0137] The SRP 800 is interposed at the threshold 
point of the HLR 550 and accordingly receives the SRI 
message in an operation 1110. The mobile station direc- 
tory numberforthe called mobile station (i.e., the CdPN 
in the intercepted message) is also extracted and stored 

35 in, for example, a buffer. The SRP 800 then relays the 
SRI message to the HLR 550 for conventional process- 
ing. 

[0138] The HLR 550 replies to the SRI message with 
a SRI ack message addressed to the serving MSC, such 
40 as MSC/VLR 730. The SRP 800 receives the SRl_ack 
message at operation 1120 and extracts the VVLR ad- 
dress, i.e., the destination point code identifying the 
serving VVLR as the destination for the intercepted 
message. 

45 [0139] The SRP 800 then determines, in operation 
1125, whether the PPMS 510 is roaming in the current 
network. This is preferably performed by reference to a 
roaming status previously determined and stored re- 
sponsive to a previously intercepted message such as 

so the UL message (see FIG. 9). Alternatively the SRP 800 
can determine a roaming status for the PPMS 510 dy- 
namically, by analyzing the extracted WLR address in 
relation to the identity of the home network 500. 
[0140] In either case, if the roaming status is "roam- 

55 ing," then the SRP 800 determines at operation 1130 
whether the PPMS 510 is permitted to originate or re- 
ceive roaming communications in the visited network. 
This determination could alternatively be performed 
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through a home network service node, such as SN 590 
in FIG. i . As will be explained below with reference to 
FIG. 12, however, no such alternative is available for 
mobile originated (MO) calls. The present embodiment 
of the invention therefore provides a solution to a previ- 
ously intractable problem that existed for MO calls in 
particular. 

[0141] The procedure advances to an operation 1135 
if the SRP 800 determines that roaming communica- 
tions are prohibited forthe PPMS 51 0 in the visited net- 
work ("NO" at operation 1130). Further processing of the 
intercepted SRI_ack message is required only if the 
SRP 800 determines that the PPMS 510 is prohibited 
from originating or receiving roaming communications 
in the visited network. In this situation, the procedure of 
FIG. 11 advances to operation 1135, where a call for- 
warding number is selected according to the CdPN ex- 
tracted from the SRI message. An alternative to a sub- 
scriber selected forwarding number is to have the SRP 
800 identify a routing number to a message service that 
provides an appropriate error message (e.g., "We are 
sorry, but the mobile subscriber you have dialed is un- 
available at this time"). 

[0142] In either case, the SRP 800 substitutes the se- 
lected data into the SRI_ack message in operation 
1140, by which the selected data replaces the routing 
number RN included in the acknowledgement message 
by the HLR 550. The modified SRl_ack message is then 
relayed to the GMSC 540 in an operation 1 1 45 and sub- 
sequently may be processed in the usual manner. 
[0143] If the roaming status is determined in operation 
1125 to be "HOME," then the procedure jumps to oper- 
ation 1145 and the SRI_ack j s relayed without change. 
Also, if prepaid roaming is permitted in the visited net- 
work 700 ("YES" at operation 1 1 30), then the procedure 
advances directly to the operation 1145 where the 
SRI_ack message is relayed without change. 
[0144] It is noted that the roaming PPMS 510 may po- 
tentially originate a mobile communication or receive a 
mobile communication while in the visited network. In 
the latter case, to which the procedure of FIG. 1 1 is ad- 
dressed, no change to the normal call routing is required 
for control of the prepaid call. This is because the call 
connection is already routed through the home network 
gateway, GMSC 540. The call is thus already captured 
for purposes of the prepaid accounting system PAS 560, 
because the initial call request (e.g., the JAM message 
from the calling party's end office switch) routes the call 
through the home mobile network 500. 
[0145] The procedure of FIG. 11 is accordingly an op- 
tional service offering for mobile terminated calls to the 
PPMS 51 0. Such an optional offering is desirable, in par- 
ticular through the operations 1135 and 1140, because 
an explanation forthe failure of the call to be completed 
as dialed, or an opportunity to leave a message forthe 
called subscriber, is thereby provided. These features 
are desirable from the standpoint of customer satisfac- 
tion because they minimize inconvenience to the calling 



party and the called subscriber when mobile communi- 
cations in a given visited network are not permitted for 
the prepaid subscriber. 

[0146] The modified SRI_ack message is then re- 

5 layedtothe GMSC 540 in an operation 1150 and is sub- 
sequently handled in the conventional manner. If the 
roaming status is determined in operation 1125 to be 
"HOME," then the procedure jumps to operation 1150 
and the SRI ack is relayed without change. 

10 [0147] FIG. 12 is a flow diagram illustrating call 
processing procedures for a call originating from a 
roaming mobile station such as PPMS 510. An opera- 
tion 1205 is performed at the serving MSC, such as 
MSCA/LR 730, where a call request is received from the 

*s PPMS 510. An initial processing operation 1210 deter- 
mines whether a routing number exists for the PPMS 
51 0. If so, the VVLR may use the routing number without 
further determinations regarding the accounting status 
(prepaid/postpaid) of the mobile station. Alternatively, 

20 the VVLR may determine whetherthe requesting mobile 
station is a registered, prepaid roamer, by reference to 
the VVLR data. If the requesting mobile station is not a 
prepaid mobile station or is not registered, the serving 
MSCA/LR 730 proceeds with normal call processing for 

25 the situation in an operation 1215. 

[0148] If operation 1210 determines that a routing 
number exists for the PPMS 510 (or determines that 
PPMS 51 0 is a registered prepaid roamer), then the pro- 
cedure at MSCA/LR 730 advances to operation 1220. 

30 Here the previously stored routing number (or separate 
forced routing data) is retrieved. In operation 1225 the 
call setup is routed through the specified gateway hav- 
ing an associated service node such as SN 760. A billing 
session is initiated between the PAS 560 and the SN 

35 760 over the WAN 770 in operation 1 230. 

[0149] Once the billing session has been initiated, the 
PAS 560 checks the accou nt balance forthe PPMS 51 0 . 
If the account balance is sufficient to complete the call 
connection, the call setup is completed at operation 

40 1240. The PAS 560 sets a timer to a time-outvalue cor- 
responding to maximum possible call duration for the 
call, based on the subscriber's balance and possibly 
other service factors as determined by the MSP of net- 
work 500. 

45 [0150] Such other factors might include, for example, 
network-based call length limitations, by which the net- 
work provider may not allow the duration of any given 
call to exceed more than a predetermined time limit, 
such as one hour, regardless of the subscriber's bal- 

50 ance. Othersuch factors might include whetherthe sub- 
scriber may have other calls or data services in progress 
that would or possibly could limit the duration of the 
present call. Still other factors may apply, such as re- 
stricting the subscriber to making call only during certain 

55 times of the day, etc. Such call control factors are nu- 
merous and well known to those of skill in the art, and 
further details will not be provided here. 
[0151] An operation 1245 provides a branch point to 
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enter early termination of the call, while the call is still 
ongoing. Specifically, the serving VMSC/WLR 730 may 
receive an instruction from the PAS 560 (through the SN 
760) to end the call prior to termination by the parties. 
Typically such an instruction will be provided by the PAS 
560 when the prepaid subscriber's account balance has 
become exhuasted, as indicated by the timer (see op- 
eration 1240) reaching the indicated time-out value, In 
response to this instruction, or when an operation 1250 
determines that the call has been ended by the parties, 
the connection is ended at operation 1255. If the ac- 
count balance is found to be insufficient at either oper- 
ation 1235, then the procedure advances directly to op- 
eration 1255 and the connection is dropped. 
[0152] A signaling relay point as disclosed herein and 
used to implement prepaid mobile services of the 
present invention may also be used to implement other 
value-added subscriber services as well. Typically in 
providing multiple services through a single SRP plat- 
form it may be desirable to establish a hierarchy by 
which to determine the order in which the services are 
provided information from an intercepted message. The 
choices and priorities that determine such a hierarchy 
will typically depend on the particular network, the pref- 
erences of the MSP, and the particular suite of services 
to be implemented. 



Claims 

1. A prepaid mobile telecommunications service 
method, comprising: 

determining supplemental information based 
on data extracted from a message intercepted 
at a threshold point of a home location register; 
and 

performing service processing to carry out a 
service for a prepaid mobile station, the service 
processing comprising supplemental service 
processing based on the supplemental infor- 
mation. 

2. A method as recited in claim 1 , wherein the extract- 
ed data comprises data identifying the prepaid mo- 
bile station. 

3. A method as recited in claim 1 or claim 2, wherein 
the supplemental information comprises a current 
service status of the prepaid mobile station, 

4. A method as recited in any of claims 1 to 3, wherein 
the determining operation comprises comparing at 
least a portion of the extracted data to predeter- 
mined data. 

5. A method as recited in claim 4, wherein the deter- 
mining operation further comprises selecting the 



supplemental information based on a result of the 
comparing operation. 

6. A method as recited in any of the preceding claims, 
5 wherein: 

the supplemental information comprises a cur- 
rent service status of the prepaid mobile sta- 
tion, the current service status previously 
10 stored in a subscriber profile for a subscriber 

associated with the prepaid mobile station; and 
the selecting operation comprises identifying 
the subscriber profile based on a result of the 
comparing operation. 

15 

7. A method as recited in any of the preceding claims, 
wherein the intercepted message is a subscriber 
data insertion message. 

20 8. A method as recited in any of the preceding claims, 
wherein the supplemental service processing com- 
prises determining based on the supplemental in- 
formation whether to modify the intercepted mes- 
sage. 

25 

9. A method as recited in any of the preceding claims, 
wherein the supplemental service processing com- 
prises determining based on the supplemental in- 
formation whether to modify another message in- 

30 tercepted at the threshold point of the home location 
register. 

10. A method as recited any of the preceding claims, 
wherein: 

35 

the intercepted message specifies a destina- 
tion point and comprises original routing data 
for routing a mobile communication to or from 
a switching point serving the prepaid mobile 
40 station; 

the supplemental service processing compris- 
es modifying the intercepted message to re- 
place the original routing data with new routing 
data selected based on the supplemental infor- 
ms mation and relaying the modified message to- 
ward the destination point. 

11 . A method as recited in any of the preceding claims, 
wherein the supplemental service processing com- 

50 prises modifying another message intercepted to 
replace original routing data comprised therein with 
new routing data selected based on the supplemen- 
tal information and relaying the modified other mes- 
sage toward a destination point of the other mes- 

55 sage, the original routing data indicating a routing 
instruction for routing a mobile communication to or 
from a switching point serving the prepaid mobile 
station. 
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12. A method as recited in any of the preceding claims, 
wherein the intercepted message is a location up- 
date message for registering the prepaid mobile 
station with a switching point to serve the prepaid 
mobile station. 

1 3. A method as recited in any of the preceding claims, 
wherein the supplemental service processing com- 
prises intercepting another message at the thresh- 
old point and modifying the other message to com- 
prise substitute data selected based on the supple- 
mental information. 

14. A method as recited in any of the preceding claims, 
wherein the other message is one of a subscriber 
data insertion message, a routing instruction re- 
quest message, a response message for a routing 
instruction request message, and a response mes- 
sage for a location update message. 

15. A method as recited in any of the preceding claims, 
wherein the supplemental service processing com- 
prises generating another message for carrying out 
a further service in addition to a service specified 
by the intercepted message. 

16. A method as recited in any of the preceding claims, 
wherein: 

the extracted data comprises an identifier as- 
sociated with the prepaid mobile station; 
the supplemental information comprises a sub- 
scriber profile for a mobile subscriber corre- 
sponding to the identifier; and 
the determining operation comprises selecting 
the subscriber profile from plural stored sub- 
scriber profiles based on the extracted data. 

17. A method as recited in any of the preceding claims, 
wherein the extracted data comprises data identify- 
ing a specified mobile network in which the prepaid 
mobile station has requested registration. 

18. A method as recited in any of the preceding claims, 
wherein the supplemental information comprises a 
roaming status indicating whether the specified mo- 
bile station is roaming. 

19. A method as recited in claim 18, wherein the sup- 
plemental service processing comprises determin- 
ing whether a mobile communication is permitted 
for the prepaid mobile station in a mobile network 
specified by the extracted data, when the roaming 
status indicates that the mobile station is roaming. 

20. A method as recited in any of the preceding claims, 
further comprising storing the supplemental infor- 
mation. 



21 . A method as recited in any of the preceding claims, 
wherein: 

the prepaid mobile station is assigned to the 
5 home location register and is currently regis- 

tered in a specified mobile network different 
from a home location network of the home lo- 
cation register; 

the intercepted message is a routing request 

10 message relating to a mobile communication 

directed to the prepaid mobile station; 
the extracted data comprises data identifying 
the prepaid mobile station; 
the supplemental information comprises a per- 

15 mission status indicating whether the mobile 

communication is permitted forthe prepaid mo- 
bile station in the specified mobile network, 
when a roaming status forthe prepaid mobile 
station indicates the prepaid mobile station is 

20 roaming, and 

the supplemental service processing compris- 
es intercepting and modifying a response mes- 
sage corresponding to the routing request mes- 
sage when the permission status indicates the 

25 mobile communication is prohibited, 

22. A method as recited in claim 21 , wherein modifying 
the response message comprises replacing data for 
routing the mobile communication to the specified 

30 mobile network with data for routing the mobile 
communication to a mailbox service for the prepaid 
mobile station. 

23. A method as recited in claim 22, wherein the mobile 
35 communication isamobilevoicetelephonycommu- 

nication to the prepaid mobile station and the mail- 
box service is a voicemail service. 

24. A method as recited in any of the preceding claims, 
40 wherein: 

the intercepted message is a location update 
message for registering the prepaid mobile sta- 
tion with a switching point in a specified mobile 

45 network; and 

the supplemental service processing compris- 
es modifying a subscriber data insertion mes- 
sage, intercepted at the threshold point subse- 
quent to interception of the location update 

50 message, to comprise subscriber data selected 

responsive to a result of comparing predeter- 
mined location information to information indi- 
cating a current location of the prepaid mobile 
station. 

55 

25. A method as recited in any of the preceding claims, 
wherein: 
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the intercepted message is a location update 
message for registering the prepaid mobile sta- 
tion with a switching point in a specified mobile 
network; 

the extracted data comprises data identifying 
the serving switching point; 
the supplemental information comprises a per- 
mission status indicating whether a mobile 
communication is permitted forthe prepaid mo- 
bile station in the specified mobile network; and 
the supplemental service processing compris- 
es modifying a subscriber data insertion mes- 
sage, intercepted at the threshold point subse- 
quent to interception of the location update 
message, to comprise subscriber data selected 
based on the permission status. 

26. A method as recited in claim 25, wherein: 



home mobile network comprising the home lo- 
cation register, the service information relating 
to use of the prepaid mobile station in the period 
of roaming and having been collected by the 
5 prepaid mobile station in the period of roaming. 

30. A method as recited in claim 29, wherein the trans- 
mitted service information comprises at least one of 
current prepaid account balance data and roaming 

10 communication history data for the prepaid mobile 
station. 

31 . A method as recited in claim 30, wherein the sup- 
plemental service processing comprises determin- 
es ing whether to relay the location update message 

to the home location register based on whether a 
roaming communication is permitted for the prepaid 
mobile station in the specified mobile network. 



the permission status indicates a mobile com- 20 
munication is permitted for the prepaid mobile 
station in the specified mobile network; and 
the selected subscriber data comprises data for 
routing the mobile communication to the pre- 
paid mobile station through a specified gateway 25 
of the specified mobile network, whereby a 
service node coupled to the specified gateway 
can control a duration of the mobile communi- 
cation in accordance with account information 
for the prepaid mobile station. so 



32. A method as recited in claim 31 , wherein the sup- 
plemental service processing further comprises: 

relaying the location update message to the 
home location register when the mobile com- 
munication is permitted for the prepaid mobile 
station in the specified mobile network; and 
rejecting the location update message when 
the mobile communication is not permitted for 
the prepaid mobile station in the specified mo- 
bile network. 



27. A method as recited in claim 25, wherein the spec- 
ified mobile network is different from a home mobile 
network comprising the home location register. 

28. A method as recited in claim 24, wherein the sub- 
scriber data comprises tariff data selected based on 
the comparison result. 

29. A method as recited in any of the preceding claims, 
wherein: 

the intercepted message is a location update 
message for registering the prepaid mobile sta- 
tion with a switching point in a specified mobile 
network; 

the extracted data comprises data identifying a 
specified mobile network in which the prepaid 
mobile station is registering; and 
the method further comprises 
determining whetherthe prepaid mobile station 
has returned from a period of roaming based 
on a previously stored roaming status for the 
prepaid mobile station, when the specified mo- 
bile network is a home mobile network of the 
prepaid mobile station, and 
controlling the prepaid mobile station to trans- 
mit service information to a service node of a 



33. A method as recited in at least claim 18, further 
comprising: 

35 intercepting at the threshold point a response 

message from the home location register re- 
sponding to the location update message; and 
relaying the response message to another sig- 
naling point. 

40 

34. A method as recited in at least claim 24, wherein 
the selected subscriber data comprises a selected 
routing number corresponding to a specified switch- 
ing point, whereby a mobile communication origi- 
ns nating from the prepaid mobile station is routed 

through the specified switching point by the speci- 
fied mobile network. 

35. A method as recited in claim 34, wherein the spec- 
50 ified switching point is a gateway mobile switching 

center comprised in the specified mobile network. 

36. A method as recited in at least claim 25, wherein 
the data identifying the prepaid mobile station com- 

55 prises a mobile station identification number. 

37. A method as recited in at least claim 3, wherein the 
current service status comprises a location status 
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for the mobile station based on a location of a spec- 
ified mobile network in which the mobile station is 
currently registered. 

38. A method as recited in claim 37, wherein the loca- 
tion status of the mobile station is a roaming status 
indicating whether the mobile station is roaming 
when registered in the specified mobiie network. 

39. A method as recited in claim 37, wherein the current 
service status further comprises a permission sta- 
tus indicating whether a mobile communication is 
permitted for the prepaid mobile station when reg- 
istered in the specified mobile network. 

40. A mobile telecommunications sen/ice apparatus, 
comprising: 

a signaling interface to intercept a message at 
a threshold point of a home location register 
and to extract data therefrom; and 
service logic to determine supplemental infor- 
mation based on the extracted data and to per- 
form supplemental service processing based 
on the supplemental information. 

41 . A mobile telecommunications service apparatus as 
recited in claim 40, wherein: 



prising: 

intercepting a message; 
determining supplemental information based 
5 on data extracted from the message; and 

performing supplemental service processing 
based on the supplemental information. 

45. A computer readable medium encoded with a pro- 
10 gram for delivering a prepaid mobile telecommuni- 
cations service, said program comprising instruc- 
tions for: 

determining supplemental information based 
15 on data extracted from a message intercepted 

at a threshold point of a home location register; 
and 

performing service processing to carry out a 
mobile telecommunications service for a pre- 
20 paid mobile station, the service processing 

comprising supplemental service processing 
based on the supplemental information. 

46. A computer readable medium as recited in claim 45, 
25 wherein the instructions for determining supple- 
mental information comprise instructions for com- 
paring at least a portion of the extracted data to pre- 
determined data. 



20 



the home location register is comprised in a 30 
home mobile network of the prepaid mobile sta- 
tion; and 

the threshold point is interposed between the 
home location register and a gateway switching 
point of the home mobile network. 35 



42. A mobile telecommunications network, comprising: 



47. A computer readable medium as recited in claim 45 
or claim 46, the instructions for determining supple- 
mental information comprise instructions for select- 
ing the supplemental information based on a result 
of executing the comparing instructions. 

48. A computer readable medium as recited in any of 
claims 45 to 47, wherein: 



a home location register; and 
a signaling relay point, disposed at a threshold 
point of said home location register, to intercept 
a message to or from said home location reg- 
ister, to determine supplemental information 
based on data extracted from the message, 
and to perform supplemental service process- 
ing based on the supplemental information. 

43. A mobile telecommunications network as recited in 
claim 42, wherein said signaling relay point com- 
prises: 

a signaling interface to intercept the message 
and to extract the data; and 
service logic to receive the extracted data, to 
determinethe supplemental information, andto 
perform the supplemental service processing. 

44. A mobile telecommunications service method, com- 



the supplemental information comprises a cur- 
40 rent service status of the prepaid mobile sta- 

tion, the current service status previously 
stored in a subscriber profile for a subscriber 
associated with the prepaid mobile station; and 
the instructions for selecting the supplemental 
45 information comprise instructions for identify- 

ing the subscriber profile based on a result of 
executing the comparing instructions, 

49. A computer readable medium as recited in any of 
so claims 45 to 48, wherein the instructions for per- 
forming service processing comprise instructions 
for determining based on the supplemental informa- 
tion whether to modify the intercepted message. 

55 50. A computer readable medium as recited in any of 
claims 45 to 49, wherein the instructions for per- 
forming service processing comprise instructions 
for determining based on the supplemental informa- 
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tion whether to modify another message intercept- 
ed at the threshold point of the home location reg- 
ister. 

51. A computer readable medium as recited in any of 
claims 45 to 50, wherein: 

the intercepted message specifies a destina- 
tion point and comprises original routing data 
for routing a mobile communication to or from 
a switching point serving the prepaid mobile 
station; 

the instructions for performing service process- 
ing comprise instructions for modifying the in- 
tercepted message to replace the original rout- 
ing data with new routing data selected based 
on the supplemental information and relaying 
the modified message toward the destination 
point. 

52. A computer readable medium as recited in any of 
claims 45 to 51, wherein the instructions for per- 
forming service processing comprise instructions 
for intercepting another message at the threshold 
point and modifying the other message to comprise 
substitute data selected based on the supplemental 
information. 

53. A computer readable medium as recited in any of 
claims 45 to 52, wherein the instructions for per- 
forming service processing comprise instructions 
for generating another message for carrying out a 
further service in addition to a service specified by 
the intercepted message. 

54. A computer readable medium as recited in any of 
claims 45 to 53, wherein: 

the extracted data comprises an identifier as- 
sociated with the prepaid mobile station; 
the supplemental information comprises a sub- 
scriber profile for a mobile subscriber corre- 
sponding to the identifier; and 
the instructions for determining the supplemen- 
tal information comprise instructions for select- 
ing the subscriber profile from plural stored 
subscriber profiles based on the extracted data. 

55. A prepaid mobile communication service method, 
comprising: 

determining a roaming status for a prepaid mo- 
bile station based on data extracted from a 
message intercepted at a threshold point of a 
home location register; and 
routing a mobile communication for the prepaid 
mobile station through a specified signaling 
point to a switching point serving the prepaid 



mobile station, when the roaming status indi- 
cates the prepaid mobile station is roaming. 

56. A mobile subscriber prepaid service method, com- 
s prising: 

routing a mobile communication for a prepaid 
mobile station through a specified signaling 
point to a switching point serving the prepaid 
10 mobile station, when a roaming status indicates 

the prepaid mobile station is roaming; and 
releasing a connection for the mobile commu- 
nication responsive to a determination that an 
account balance for the prepaid mobile station 
15 is less than a predetermined minimum balance 

value. 

57. A method as recited in claim 56 wherein the release 
signal is a release message intercepted from the 

20 serving switching point at the threshold point of the 
home location register. 

58. A method as recited in claim 56, wherein the pre- 
determined minimum balance value is zero. 

25 

59. A method as recited in claim 56, wherein the spec- 
ified signaling point is a gateway signaling point of 
a specified mobile network in which the prepaid mo- 
bile station is roaming. 

30 

60. A prepaid mobile communications service method, 
comprising: 

extracting data from a message intercepted at 
35 a threshold point of a home location register, 

the intercepted message specifying a first serv- 
ice function comprised in carrying out a service 
for a prepaid mobile station; and 
initiating a second service function based on 
40 the extracted data by processing another mes- 

sage intercepted at the threshold point. 

61. A prepaid mobile communications service method, 
comprising: 

45 

intercepting a location update message from a 
visited mobile service center at a threshold 
point of a home location register in a home net- 
work of a prepaid mobile station, the location 
so update message indicating a request from the 

prepaid mobile station for service registration 
at the visited mobile service center; 
extracting identification data from the intercept- 
ed message, the identification data represent- 
55 ing a unique identifier assigned to the prepaid 

mobile station; 

extracting address data from the intercepted 
message, the address data indicating a mes- 



10 



15 



30 



35 



40 



45 



50 



22 



43 



EP 1 189 473 A2 



44 



sage address for the visited mobile service 
center; 

determining a roaming status for the prepaid 
mobile station based on the address data; 
determining a service status based on the ad- 5 
dress data, the service status indicating wheth- 
er service registration is permitted for the pre- 
paid mobile station at the visited mobile service 
center; 

intercepting a subscriber data insertion mes- 10 
sage directed to the visited mobile service cent- 
er at the threshold of the home location register 
when service registration is permitted for the 
prepaid mobile station at the visited mobile 
service center and the roaming status indicates is 
the prepaid mobile station is roaming while reg- 
istered for service at the visited mobile service 
center; 

modifying the subscriber data insertion mes- 
sage to include therein data indicating an in- 20 
struction for the visited mobile service center to 
route mobile communications for the prepaid 
mobile station through a selected signaling 
point in the mobile network of the visited mobile 
service center when the subscriber data inser- 25 
tion message is intercepted, the selected sign- 
aling point executing a call control procedure 
responsive to call control instructions commu- 
nicated from a prepaid accounting system in 
the home network; 30 
intercepting a routing message from a gateway 
mobile service center at a threshold point of the 
home location register in the home network and 
extracting a called party number therefrom, the 
routing message indicating a request for a rout- 35 
ing instruction for routing an incoming mobile 
communication to the prepaid mobile station; 
determining based on the called party number 
and the service status whetherthe mobile com- 
munication is permitted for the prepaid mobile 40 
station; 

relaying the intercepted routing message to the 
home location register; 

intercepting an acknowledgement message re- 
sponsive to the routing message at a threshold 45 
of the home location register when the mobile 
communication is not permitted for the prepaid 
mobile station, the acknowledgement message 
returning to the gateway mobile service center 
from the home location register and containing so 
a mobile station routing number currently as- 
signed by a currently serving mobile switching 
center to the prepaid mobile station; 
modifying the intercepted acknowledgement 
message to replace the mobile station routing 55 
numberwith a selected routing numberforase- 
lected one of a voicemail service system for a 
subscriber corresponding to the prepaid mobile 



station and an interactive voice response sys- 
tem providing an error message, when the mo- 
bile communication is not permitted for the pre- 
paid mobile station; 

relaying the acknowledgement message to the 
gateway mobile service center when the ac- 
knowledgement message has been intercept- 
ed and the mobile station routing number has 
been replaced with the selected routing 
number; and 

returning the acknowledgement message to 
the gateway mobile switching center without 
modification to the mobile station routing 
number, when the mobile communication is 
permitted for the prepaid mobile station. 

!. A prepaid mobile communications service method, 
comprising: 

intercepting a location update message from a 
visited mobile service center at a threshold 
point of a home location register in a home net- 
work of a prepaid mobile station, the location 
update message indicating a request from the 
prepaid mobile station for service registration 
at the visited mobile service center; 
extracting identification data from the intercept- 
ed message, the identification data represent- 
ing a unique identifier assigned to the prepaid 
mobile station; 

extracting address data from the intercepted 
message, the address data indicating a mes- 
sage address for the visited mobile service 
center; 

determining a roaming status for the prepaid 
mobile station based on the address data; 
determining a service status based on the ad- 
dress data, the service status indicating wheth- 
er service registration is permitted for the pre- 
paid mobile station at the visited mobile service 
center; 

intercepting a subscriber data insertion mes- 
sage directed to the visited mobile service cent- 
er at the threshold of the home location register 
when service registration is permitted for the 
prepaid mobile station at the visited mobile 
service center and the roaming status indicates 
the prepaid mobile station is roaming while reg- 
istered for service at the visited mobile service 
center; 

modifying the subscriber data insertion mes- 
sage to include therein data indicating an in- 
struction forthe visited mobile service centerto 
route mobile communications for the prepaid 
mobile station through a selected signaling 
point in the mobile network of the visited mobile 
service center when the subscriber data inser- 
tion message is intercepted, the selected sign- 
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aling point executing a cail control procedure 
responsive to call control instructions commu- 
nicated from a prepaid accounting system in 
the home network; 

receiving at the prepaid accounting system a 5 
communication from the selected signaling 
point indicating the prepaid mobile station has 
requested to initiate a mobile communication; 
determining whether the requested mobile 
communication is permitted based on an ac- 10 
count balance corresponding to the prepaid 
mobile station; 

establishing a communication through a data 
network connection between the prepaid ac- 
counting system and the specified signaling is 
point responsive to the received communica- 
tion, when the requested mobile communica- 
tion is permitted; and 

instructing the specified signaling point through 
the data network communication to terminate 20 
the requested mobile station when the prepaid 
accounting system determines that the account 
balance has been reduced to less than a pre- 
determined minimum balance amount. 
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